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HIS IS NOT AN AUDIO CONSOLE.

OTHER
SURFACES

can share
common audio
resources
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router

IT'S A DIGITAL
CONTROL SURFACE

THE D-9 interfaces to WHEATSTONE's router-
based BRIDGE MIXING SYSTEM—a digital
network that lets multiple control surfaces share
common audio resources, accessing signals and
sending mixes throughout your facility.

DEDICATED DSPs and
controls, redundant
automatic failover CPUs,
mix engines and power
supplies are all integral
to the system. Compo-
nents interconnect via
CATS5 or fiberoptic
cables for single-wire
system integration.

/O CONNECTIONS can be at
point-of-use and accessed by any
control surface

A traditional intuitive surface
layout gets your operators up
and running FAST—even in full
5.1 surround mode.

TRUE RELIABLE mixing power, ease and clarity
of operation — take ADVANTAGE of the
WHEATSTONE BRIDGE Network System!

T~ Gl

Talk to your STATION ROUTER

bi-directionally for smooth
integration

§ Wheat ~tone

sales@wheatstone.com / tel 252-638-7000 / www.wheatstone.com

World Radio History




Surrounding b(gadcasters
with total content delivery solutions.

A worlc of |
reach. Fi
viewer ¢




800-949-AVID

'
itablity are 2’9» ge with 8. Avid, and Avid Unity are either registered trademarks o trademarks of Avd
-

i

© 2005 Avid Technology, Inc. All rights reserved. Product features. specifications, systern
countries. All other tradernarks contained herein are the property of their respective owner




WHY TAKE A CHANCE
oN “GOOD ENOUGH?”

With new lower prices on Avid media networks, there's no need to cobble together a solution that'’s just
“good enough.” Now, proven power and performance are within easy reach of any broadcaster. Edit, share, and
transfer broadcast-quality media instantly. Collaborate in real time. From ingest to playout, a workflow built
around an Avid Unity™ LANshare system is more than a complete solution. It's a competitive advantage.

Visit www.avid.com/lansharefornews to download the free A .d
whitepaper, The power to succeed: Avid Unity LANshare. w ®
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THE HD/SD VIDEO/AUDIO DIGITAL DELAY FOR LIVE-TO-AIR BROADCAST
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» Adjustable Video Defocus
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Freezeframe

Which of the following
NTSC test signals can be
used to measure chroma/
luma gain and delay?

o Color multipulse
¢ FCC composite
* Modulated bar
e Multipulse 100
e NTC-7 composite

Readers submitting winning
entries will be entered into
a drawing for Broadcast
Engineering t-shirts. Enter
by e-mail. Titfe your entry
“Freezeframe-July” in the
subject field, and send it to:
editor@primediabusiness.
com. Correct answers
received by Sept. 1, 2005,
are eligible to win.

Question courtesy Tektranix
2005 desktop calendar.

12 Reader Feedback
16 Classifieds

19 Advertisers Index
80 EOM 2

Blank level
{0 IRE)
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Nothing gets closer to,reality than
Maxell High Definition Media.
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ome on, Knight Adelstein, just one more

or be damned
hill. You can do it,” said Knight Copps.

c The two knights of the Federal Censorship

Committee (FCC) were engaged in a battle against the
sinister forces of Time Warner, Viacom, Comcast and
other corporate dragons hiding in Media Forest.

Armed with regulations, government bureaucracy,
rules and penalties, the two knights of the FCC round
table had spent years battling filthy-rich broadcasters
and the dreaded mega-moguls residing in the forest.
Driven on by the priests of the American Church of
Liberal Unity (ACLU), knights Adelstein and Copps
were leading the holy war for diversity. Just up
Potomac Hill lay victory.

One evening, the knights stopped at a small inn for a
brew. Knight Copps seized the opportunity to spread
his message to the village pilgrims. He leapt onto a
table and said, “Attention, citizens! We must arm our-
selves against the corporations. Big companies already
control radio, television, newspapers and cable — cable
systems and cable channels. They own the production
of programming. They own its distribution.” Thrusting
his sword into the air, he shouted, “Increasingly, they
control creativity itself. Unite and follow me!”

The crowd remained silent.

Big companies controlling creativity? How could

Diversity

that be? Would not the TV peasants revolt? After all, if
they don’t get their rations of gruel and bread — “Fear
Factor” and “American Idol” — they become insolent,
irritable and ill-tempered.

A small hand arose from the inn’s crowd. “Sir, why
would big companies want to control creativity? After
all, don’t they make money from being creative?”

“Hush, you idiot!” roared Knight Copps. “I don’t
give a damn if they make moneys; first they must cre-
ate diversity. Diversity for one; diversity for all.” No
response came from the inn’s customers.

Without blinking an eye, Knight Copps launched
into his conclusion, “I worry that anything with the
name ‘independent’ on it seems to be on the endan-
gered species list. I worry about the toll this takes on
media diversity. I worry about the effects on creativity
across whole regions of this broad land. I see the effects
wherever I go. News anchors and radio and TV journal-
ists no longer needed as stations are consolidated. Those
wicked station managers are focused on the bottom
line when they should be focusing on diversity.”

Jumping to the floor, Knight Copps said, “Come on,
Knight Adelstein. This industry will either be diverse
or die if I have anything to say about it.”

Exiting the inn, Knight Copps mounted his trusty
steed and turned the horse into the evening’s chilled
winds. “Forge on, trusty fellow,” he commanded.

“Hold up, Michael. T can’t get my foot into the
stirrup,” pleaded Knight Adelstein.

Rolling his eyes, Knight Copps replied, “Get with it,
you idiot. Diversity needs us. We’ve an entire nation to
save, corporations to slay and politics to play.

“Besides, I've only got two more years on this lousy
government soapbox, and I still need to get that
sweet lobbyist job lined up. Then, screw ’em all. It’s
money time!” laughed Knight Copps as he galloped
off toward Potomac Hill.

editorial director

Editor’s note: Text in italics are quotes from FCC Com-
missioner Michael Copps’ speech to NATPE 2005.

Send comments to: e editor@primediabusiness.com ® www.broadcastengineering.com
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HD/SD SIGNAL PROCESSING

MAKING IT HAPPEN

We know how complicated HD infrastructures can get.

You need to bring together all your new HD equipment with legacy SD and
analog formats, and make the whole system bullet proof.

That's why we’ve created the mast advanced HD interfacing modules in the
industry.

Whether you need Up, Down or Cross conversion with Dolby™E decoding,
you'll get top broadcast quality processing with real affordability.

And it's managed by our advanced monitoring over P systems, which help you
stay in control of signals throughout your facility, or across the country.

So if you're planning a new HD system, call Miranda. We'll help ycu make it
happen.

Miranda Technologies
tel.: 514.333.1772 - ussales@miranda.com
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The bottom line
Hello Michael,

[ just read your April 2005 article
about active lines. In the NTSC stan-
dard, there are 485 lines. But other
articles have talked about 480 lines.
Which is right?

JEAN-PAUL

Michael Robin responds:

The SMPTE 170M standard. Com-
posite Analog Video Signal — NTSC
for Studio Applications, describes the
composite analog color video signal
as NTSC, 525 lines/picture, 59.94
fields/sec, 2:1 interlace with an aspect
ratio of 4:3.

The standard assumes that the orig-
inal picture is scanned horizontally
and vertically in the camera and the
synchronized reproduction device.
It specifies the duration of the field
blanking and the line blanking re-
quired to normalize the display char-
acteristics in terms of vertical and
horizontal resolution.

The specifiea vertical blanking du-
ration for the odd fields is 20 lines,
plus 1.5ms (or a total of 1272.62ms).
For the even fields, it is 20 lines (or
1271.12ms).

The vertical blanking duration for
the complete picture is 40 lines, leav-
ing a nominal number of active scan-
ning lmes. So much for the heritage
analog composite video world.

12

MPEG-2 4:2:2 starts with com-
ponent digital video signals as per
ITU-R BT601. ITU-R BT601 fea-
tures a luminance sampling grid of
720 horizontal active samples by 485
lines. The digital field 1 has 262 lines,
and the digital field 2 has 263 lines to
avoid half-lines. The number of active
lines is 485, just as in analog NTSC.

One of the basic functions of the
MPEG-2 compressor is to divide the
picture into blocks and macroblocks.
The luminance information is trans-
formed into 16 pixels by 16-line mac-
roblocks. It is essential to have an
integer number of macroblocks per
active picture width, as well as per ac-
tive picture height. Given 720 active
horizontal samples, the picture can ac-
commodate 720:16 = 45 macroblocks
per active picture width. To obtain
an integer number of macroblocks
per active picture height, the number
of active video lines is reduced from
485 to 480, which can accommodate
480:16 = 30 macroblocks per active
picture height.

It is, therefore, in the MPEG-2
compressor that the number of ac-
tive lines is reduced to 480 from the
original 485. Evidently, an NTSC
composite analog signal derived from
an MPEG-2 compressed video signal
will only have 480 active lines and
will thus be slightly different from the
SMPTE 170 standard.

PAL color bars

Why are 75-percent color bars used
in the PAL system?

KISHORE

MAA TV

Michael Robin responds:

Seventy-five percent color bars are
used in cases where some element
in the television distribution chain,
for instance NTSC or PAL transmit-
ters, cannot handle 100 percent color
bars.

The difficulty in handling 100 per-
cent color bars is duc to the frequency
division multiplexing of NTSC and
PAL chrominance information with
the luminance information, resulting

broadcastengineering.com

in excessive video signal amplitude
and transmitter overload.

Because normal camera-generated
video signals are unlikely to reach
chrominance signal levels equal to
those of 100 percent color bar sig-
nals, under normal operating con-
ditions, the transmitter will not be
overloaded.

Early VTRs also had difficulties in
handling 100 percent color bars. Cur-
rent digital equipment and systems
don’t have this problem, so A/D and
D/A converters are aligned using 100
percent color bar signals.

Problems may arise when syntheti-
cally generated video signals (e.g.,
from character generators) with ex-
cessive analog video signal ampli-
tudes reach an analog NTSC or PAL
transmitter. These problems will dis-
appear with the imminent demise of
analog television.

Alive and well

Mark O’Brien, executive VP tech-
nology for SpectraRep, reports that
his firm is alive and well, despite our
contrary mention in the June issue.
Readers can contact the firm at: 703-
802-2975, mobrien@spectrarep.com
Or www.spectrarep.comi.

March Freezeframe;

Q. Name the product in the photo.
Its original name was spelled
slightly differently from today.
A. Chiron |1

Jeff Suarez
Tim Costley
Kevin K. Ruppert
Steve Alhart
Tony Michalski
Bruce N. Goren
Larry Fukunaga

Tesf'Your Knowledge!

See the Freezeframe question of the
month on page 8 and enter to win a
Broadcast Engineering T-shirt.

| Send answers to hdick@primediabusiness.com |
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Limitless possibilities.

Whether it's a handful of crosspoints or 10 million

in a single instaltation, Grass Valley™ routers deliver
the reliability, scalability, and multi-format capabiities
that fit your facility best. This balanced approach

has made Thomson the undisputed market leader in
router technology.

Far instance, our new Grass Valley Acappella™ utility

router packs unmatched capabilities into a 1 RU frame.

With three levels—one video and two audio—its
advanced control panel functions streamline your
workflows. And its built-in redundant power supplies
provide peace of mind without taking up any extra
rack space.

AQTHOMSON BRAND

For mid-size applications, our Concerto™ Series routing
matrix offers peerless performance. By offering a wide:
range of board format types and sizes, as well as two
different frames, it makes your digital transition as
smooth financially as it does technologically.

When you need the largest, most compact, and most
easily serviceable routers available, our Trinix™ and
Apex matrices lead the industry. And we have a fult
range of control systems for all our routers that are
just as popular—and every bit as reliable.

For a better sense of everything Grass Valley routers

can do for you, visit:
www.thomsongrassvalley.com/routers

i
(5 grassvalley



The broadcast

protection racket

BY CRAIG BIRKMAIER

here is a massive debate tak-

ing place at a global level

about the future of creativity
and innovation. At the center of this
debate is a single concept: What does
it mean when we say that something
is free?

In our culture, the expected re-
sponse is that the commodity in ques-
tion is offered without an expectation
of payment from the consumer. But
there is a larger and more important
meaning — one the French distin-
guish with the words libre and gratis
— freedom vs. economic cost.

A resource is free if one can use it
without the permission of anyone
else or if the permission one needs is
granted neutrally. Richard Stallman,
founder of the Free Software Foun-
dation, says to think of free as in free
speech, not free beer.

For nearly a century, broadcasters
have been in the business of provid-
ing free entertainment and informa-
tion. Anyone with a radio or TV re-
ceiver can pull this commodity out of

TV third after sleep a

Life spent
atwork

Life spent
sleeping

Activity performed

Life spent
in front of
TV screen

0 5 10

Percent of Americans’ life spent

the air without permission from the
content owners.

In reality, we all understand that
broadcast radio and TV are not free.
We support non-commercial broad-
casts via taxes and donations. We sup-
port commercial broadcasts through
the consumption of the products that
are advertised, knowing the advertis-
ing revenues pay for the broadcaster’s
content, operations and profits.

At the center of the debate on the
future of digital media is the ques-
tion of whether content should re-
main free, in the traditional sense of
our freedom to consume it without
permission, or whether our access to
content will be controlled.

Much of what I have just written
borders on plagiarism. These are not
my original thoughts, but rather an
extension of the ideas put forth by
Richard Stallman and Lawrence Les-
sig, both authors of several books
on the subject. Although Lessig is a
lawyer, I have no concern that he will
seek compensation for the use of his

d work

20 25 30 35

Source: Center for Media Research

www.centerformediaresearch.com
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ideas. Just the opposite is true. You
can obtain a copy of his book, “Free
Culture,” in PDF format for free via
the Internet. The license only requires
that I acknowledge his work.

Such is the nature of free culture. We
continuously build on the efforts of
creators and innovators. And we are
building on a centuries-old tradition
of granting these creators and inven-
tors a limited window of opportunity
to exploit their efforts before their
work enters the public commons for
others to build on.

The most commonly cited prece-
dent for American copyrightisa 1710
British decree called the Statute of
Anne. According to Don Lambriola,
who writes for PC Magazine: “It was
ostensibly designed to control hereti-
cal texts that were deemed a danger
to society, but it also helped eradicate
rogue Scottish publishers who, by
printing pirate editions of registered
books, had been cutting into the prof-
its of Crown-licensed printers.” The
law gave printers a 28-year monopoly
on the reproduction of books that
they had registered with the Crown,
Lambriola explores the history of
copyright as part of a series on digi-
tal content protection. (For more, see
“Web links” on page 16.)

What made the Statute of Anne
particularly noteworthy was its strict
limitation on the duration of these
printing monopolies. At the end of
that period, rights owners were con-
sidered to have been fairly compen-
sated, and books became property of
the general populace. In this way, the
statute provided an elegant balance
between the public good and the in-
terests of content owners.

The framers of the U.S. Constitu-
tion recognized this delicate balance
and gave Congress the power to give
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authors and inventors exclusive rights
to their creations for a limited time.
This resulted in the 1790 Copyright
Act, which, in the spirit of the Statute
of Anne, established 28-year protec-
tion for books, maps and charts.

Over the past century, U.S. copy-
right law has been rewritten 11 times,
each time extending the period of
protection, the scope of content that
is protected and the penalties for
illegal copying. The Constitutional
intent for the rapid proliferation of
ideas into the public commons has all
but been climinated.

The broadcast flag

As you read this, new regulations
from the FCC were supposed to take
effect to protect digital television
broadcasts from potential redistribu-
tion via the Internet. (See “Free no
more?” in “Web links”) The regu-
lations would require that all new
products, which may come in contact
with the bits from a digital television
broadcast, must look for and deal
properly with the broadcast flag.

To implement these regulations, the
FCC set itself up as the arbiter of tech-
nologies that can be used to protect
DTV broadcasts, in essence dictating

mmm  Web links

“Free no more?” by Craig Birk-
maier; bg.broadcastengineering.
com/ar/broadcasting_free_no

“Digital content protection:
How anti-piracy technologies are
transforming digital media” by Don
Labriola; www.extremetech.com/
article2/0,3973,13923,00.asp

The Electronic Frontier Founda-
tion; www.eff.arg

“Free Culture: How big media
uses technology and the law to
lock down culture and control
creativity” by Lawrence Lessig;
www.free-culture.cc

United States Court of Appeals
decision on the broadcast flag;
http://pacer.cadc.uscourts.gov/
docs/common/opinions/200505/
04-1037b.pdf

design requircments for every new
TV, personal computer and digital
networking product that can be sold
in the United Statcs.

On May 6, 2005, the U.S. Court of
Appeals for the District of Colum-
bia issued a decision that vacates the
FCC regulations. “The broadcast flag
regulations exceed the agency’s del-
egated authority under the statute,” a
three-judge panel unanimously con-
cluded. “The FCC has no authority to
regulate consumer electronic devices
that can be used for receipt of wire or
radio communication when those de-
vices are not engaged in the process of
radio or wire transmission.” (For the
full court ruling, see “Web links.”)

Piracy or promotion?

If content protection is so crucial to
the future of broadcasting, how did
broadcasters manage to survive with-
out it for nearly a century?

Broadcasters have been providing
content in the free and clear since the
bargain was reached to grant licenses
for use of the public spectrum re-
source. One can argue that no tech-
nology has had a more profound im-
pact on our lives than broadcasting.
For decades, it reigned supreme as
the public hearth around which the
masses shared entertainment and in-
formation. It became the 20th centu-
ry’s public commons.

One can now argue that the Internet

Supreme commandment:

Thou shalt not induce to steal

n June 27, the U.S.

Supreme Courtissued a
variety of decisions related to the
Ten Commandments, Internet file
sharing and the access of com-
petitors to the facilities operated
by cable companies.

The court called upon the 10th
Commandment — thou shalt not
steal — to underscaore its finding
that the sharing of copyrighted
materials via peer-to-peer (P2P)
networks is an illegal activity
comparable to common theft. But
it stopped short of a ruling that
would shut down P2P networks,
keeping in place the basic tenants
of its 1984 Sony Betamax decision.

In 1984, the Court ruled that just
because a product or technol-
agy can be used to infringe on
copyrights, if there are substantial
non-infringing uses, the inventor
could not be held liabie for the
infringing uses. Because most
consumer copying is for personal
use, permitted under the Fair Use
provision of U.S. copyright law,
the Betamax decision protects
manufacturers of copying and
distribution products despite the
fact their products can be used to

make and distribute illegal copies.
The Supreme Court's ruling
in the current case brought by
Metro-Goldwyn-Mayer Studios
et al. vs. Grokster et al. creates a
new conduct-based test called
inducement. In its decision, the
Supreme Court stated: "For the
same reasons that Sony took the
staple-article dactrine of patent
law as a model for its copyright
safe-harbor rule, the induce-
ment rule, too, is a sensible one
for copyright. We adopt it here,
holding that one who distributes a
device with the object of promot-
ing its use to infringe copyright,
as shown by clear expression or
other affirmative steps taken to
foster infringement, is liable for
the resulting acts of infringement
by third parties.” Upholding the
Betamax decision, the Supreme
Court rejected any specific
numerical tests, such as a certain
percentage of a product’s use,
for infringing purposes. The full
decision can be downloaded at:
http://a257.g.akamaitech.net/7/
257/2422/27jun20051200/www.
supremecourtus.gov/opinions/
04pdf/04480.pdf

16
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like.no.other”

Even if you can't be everywhere and do everything you can still know what's
2oing on in your broadcast or production facility. Knaow it alt with M2M
machine-to-machine remote monitoring from Sony Professional Services. it's
the best way to track usage patterns, spot discreparicies, and head off service
iss.1es before they become costly, catastropnic, faiiures. We can set you up
with comprehensive monitoring in-house — or Sony ~an keep an eye on
things for you. We already monitor and parse over 1 mtlion pages of machine
logs every day for mission critical applications at sports arenas. movie studios,

production houses ard broadcasters all over the warld

© ny Electronis Ir ghts reswrvea | eatures e AD a0 et 1o whenge mibouF nofiae 1 10 whote or in pz out written permrsion 15 ¢ Professional Services
a e/

Sony and “like.no.othe" are trademarks of sony



has become the public commons of
the 21st century. Broadcasters now
compete not only with a variety of
alternative means of distribution for
radio and television content, but also
for the attention of consumers faced
with a multitude of choices related to
how they spend their entertainment
dollars and time.

Facing these challenges, one must
question why broadcasters would sup-
port any efforts to place more restric-
tive controls on their products. Cer-
tainly there is reason to be concerned
about any threat to the sustainability
of the medium. We have all heard the
warnings: If broadcast content is not
protected, the content conglomerates
will not make their best content avail-
able to broadcasters.

But this is a hollow argument; it
has been a long time since these con-
glomerates have relied upon broad-
casters to deliver their best content.

That privilege is now reserved for
premium cable and DBS distribution
channels and packaged media. Holly-
wood pulled out all the stops to kill
the VCR and then used it to make bil-
lions. Now the DVD — perhaps the
most securely protected medium in
the history of consumer electronics
— is turning into a distribution chan-
nel, not only for movies, but televi-
sion content as well.

Helping the content conglomerates
consolidate their power, their control
over the ways in which they will grant
consumers permission to use this
content, would appear to run coun-
ter to the interests of broadcasters.
What broadcasters do best is prolif-
erate entertainment and information
into the public commons to make the
masses aware of the creative efforts of
the content creators and performers.
The content conglomerates depend
on broadcasting to promote virtually

everything they do.

What is radio (at least the music
side of it), but a gigantic promotional
engine for the music industry? What
is the most important role of a TV
station? To distribute content to the
masses or provide a public commons
for the communities they serve?

Perhaps the time has come for
broadcasters to consider which side
of this battle they are on. Protecting
the interests of the media conglom-
erates who seek to control all forms
of digital media distribution is short-
sighted. Broadcasters are in the busi-
ness of proliferation of culture — not
controlling it.

Craig Birkmaier is a technology consultant
at Pcube Labs, and he hosts and moder-
ates the OpenDTV forum.

Send questions and comments to:
craig_birkmaier@primediabusiness.com
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Innovation Inside”™

101 Bilby Road,

Hackettstown, NJ 07840 USA

t: 908.852.3700, 800.968.2666
. 908.813.0399
Www.nucomm.com
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ChannelMaster TX1/RX1

Newscoder TX3

Newscaster VT2

Nucomm is ready With Solurions.

Ler Nucomm help you through the 2 GHz transiTioN.

Nucomm's proven, 2 GHz capabilities include:
. HDTV applications; robust VSB, modulation selectable: 2/4/8/8T modes
. Integrated, multiple modulation formats
. 10 Watt digital power outputs available
. Compatibility with other manufacturer’s equipment
. Enhanced ease-of-use through presets of key parameters
.- Expanded manufacturing resources assures rapid delivery through

Nucomm-Comtech partnership

Make Nucomm your choice for upgrade or replacement 2 GHz systems.
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CALREC BROADCAST SYSTEMS

Al Dl A

S Y S T E M P L U S

THE EVOLUTION OF BROADCAST
AUDIO PRODUCTION

COMPATIBLE WITHYYTPANETWORKING

Nestern Stat

Contact: Calrec Audio Ltd, Nutclough Mill, Hebden Bridge, West Yorkshire, HX7 8EZ, UK
Tel: 01144 1422 842159 Email: enquiries@calrec.com Web: www.calrec.com

The System Plus platform represents
a new milestone in facilities which are
now available across the Alpha, Sigma
and Zeta range.

Alpha System Plus offers broadcasters
a wealth of upgraded specifications. A
new programmable monitoring system
provides greatly expanded monitoring
options and new colour TFT metering
enables user defined metering
schemes to be individually memorised.
Alpha System Plus also enables the
introduction of Calrec's powerful 5.1
source handling, creating an easy means
of single source control with flexible
control of individual discrete elements.

Up to 96 channel/group faders
Up to 226 equivalent mono channels

Automatic redundancy on all PSUs,
DSP and control processors

Alf cards and panels are hot-
swappable

Comprehensive colour TFT
metering with full configurability

Fully configurable monitoring with
user profiles can monitor up to {12
different sources at any one time

8 x stereo or mono audio groups
20 auxes, 48 IFB / multitrack outputs

4 main stereo or 5.1 surround
outputs

Simultaneous LCRS, stereo and
mono outputs available from each
5.1 main output

New SNIMP reporting facilities

CALREC

Find out why the world's biggest
broadcasters trust Calrec with
their most crucial creative
decisions at www.calrec.com



Standards for

measuring distant

digital signals revisited

BY HARRY C. MARTIN

he FCC recently released a
Notice of Inquiry related to
the proper measurement and

testing procedures for distant digital
television signals. This inquiry was
initiated as a result of the passage of
the Satellite Home Viewer Extension
and Reauthorization Act of 2004.

In particular, the commission wants
to determine whether the current sig-
nal strength standard and testing pro-
cedures remain accurate or whether
revisions are necessary. The standards
are used to determine if a household
is entitled to receive distant network
programming from satellite services.
The commission seeks comment on
the following questions:

+ Antenna placement. Should the
commission modify the procedures
for determining if a digital signal is
available to a particular household
based on different antenna installa-
tions and orientation? In particular,
the FCC asks whether a digital signal
can be received in light of the vari-
ous placement locations for receiving

=mm Dateline

August 1 is the deadline for TV, TV
translator, LPTV and Class A TV
stations in lllinois and Wisconsin to
file 2005 renewal applications, and
where applicable, biennial own-
ership reports and EEO program
reports.

August 1 also is the start date for
pre-filing renewal announcements
by TV stations in lowa and Mis-
souri. Stations in those states must

file renewals by October 1.
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antennas and the variety of different
receiving antennas available in the
marketplace.

» Signal strength measurement: Should
the commission revise the measure-
ment procedures for DTV signal
strength? The current rules rely on
the measurement of the television vi-
sual carrier, but the DTV signal does
not contain a visual carrier. Therefore,

for determining whether a household
was eligible to receive a distant signal
from a satellite service provider. Is
there a different methodology that
could be developed to better deter-
mine a household’s eligibility?

* DTV receiver standards: How does
the quality of a consumer’s DTV re-
ceiver affect its ability to receive a lo-
cal signal? Should this be a factor in

The FCC is interested in identifying any alternative
methods that miﬂht hetter establish whether a

household is capa

should the measurement of the DTV
signal be based on the pilot signal or
the center of the DTV channel?

« Signal strength standard: Currently,
to determine whether a household is
eligible to reccive a distant signal, the
commission measures the Grade B
analog signal at that particular house-
hold. Should the commission’s use of
a particular signal strength at a cer-
tain household continue to be used?
The FCC is interested in identifying
any alternative methods that might
better establish whether a household
is capable of receiving a high-quality
DTV signal.

* Development of predictive model:
In developing the DTV Table of Al-
lotments, the commission used the
OET 69 predictive method for mea-
suring signal strength. In response
to the passage of the Satellite Home
Viewer Act of 1999, the commission
developed a new predictive model

broadcastengineering.com

le of receiving a high-quali
D1V iga

establishing a household’s eligibility?

« DTV receiver interference: How
should a DTV receiver’s ability to
sift through interference and find a
usable DTV signal be factored into
this analysis? More specifically, how
should the FCC account for factors
such as foliage and man-made sourc-
es of interference?

Resolution of these issues will estab-
lish the standards that will govern the
outcomes of future battles between
broadcasters and satellite carriers. But
for now, the delivery of distant signals
to individual households at the pe-
riphery of broadcast station local sgr-
vice areas still remains in conflict. ﬁrf

Harry C. Martin is the immediate-past
president of the Federal Communica-
tions Bar Association and a member of
Fletcher, Heald & Hildreth PLC, Arlington,
VA

Send questions and comments to:
harry_martin@primediabusiness.com
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think video. think Terayon.

Digital video changes everything - how we brand, communicate, entertain and inform.
Terayon accelerates your ability to evolve and capitalize on new business opportunities
brought on by this digital revolution. Terayon enables you to deliver picture perfect results
where it matters most - on the screen and on your bottom line.

TERAYON

www.terayon.com ¢ info@terayon.com evolve faster.
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Audio si

distribution met

BY MICHAEL ROBIN
T‘he unbridled development

of radio broadcasting in the

1920s and 1930s demon-
strated the need for the standardiza-
tion of audio equipment, studio-to-
transmitter links (STLs), and static
and dynamic audio signal measure-
ment methods. Different concepts
and solutions were developed on the
two sides of the Atlantic, and today
we still bear the consequences. Re-
member NTSC and PAL?

The power-matching
concept

In the early days of broadcasting,
there were many so-called standard
audio reference levels, including
ImW, 6mW, 10mW, 12.5mW and
50mW. Bell Telephone introduced the
concept of power matching. It wanted
to develop reliable, high-performance
STLs. It seemed normal to have an
impedance-matched source (studio
output), distribution link (cable) and
destination (radio transmitter input)
system. The matching of impedances
to tight tolerances is necessary to

ods

avoid echoes on long cable lengths. In
1939, the standard reference level of
ImW into a 60012 line was proposed.
The result was a voltage of .77459V
RMS. This reference level conforms to
Bell Telephone’s standards of limiting
the signal level to a value that would
produce a minimum of cross talk and
provide a satisfactory signal-to-noise
ratio (SNR).

After creating the reference level,
the development of a new audio level
meter was jointly undertaken by Bell
Telephone, CBS and NBC. The re-
sult was the volume unit meter (VU
meter), as well as the standardization
of the reference level of ImW, a unit
that was adopted by the electronics
industry. A standard operating level
(SOL), also known as an alignment
level of +8dBm into 600(}, was ini-
tially chosen in North America. Some
authorities, including sound record-
ing studios, opted for a +4dBm SOL
inside the plant. The SOL represents
the steady-state maximum level or
peak program level as measured with
a VU meter.

HD video monitor

2lin+

17in to 20in

13in

0 2 4

Percent of U.S. studios/facilities planning to buy

5%

6 8 10 12

Source: TrendWatch

www.trendwatch.com
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The VU meter was developed pri-
marily for the control and monitoring
of audio programs. The specifications
of the VU meter reflect the philoso-
phy of the 1930s. Essentially, the VU
meter is a moving-coil RMS-type
audio signal level measuring instru-
ment. [t is fitted with two scales:

e A VU scale marked 0 (reference
deflection) at about 71 percent
maximum scale reading ex-
tending to +3 (maximum) and
-20 (minimum).

e A percentage scale with 100
percent corresponding to VU
reading.

The VU meter has an input imped-
ance of 7500€) and has a minimum
loading effect on the 600Q2 source
impedance. Its sensitivity is adjust-
able such that the VU reference level
(0VU) can be made to correspond to
the SOL under steady-state sinusoidal
audio voltage conditions. Its dynamic
characteristics are such that, if a sinu-
soidal signal of a frequency between
35Hz and 10kHz and such amplitude
as to give reference pointer deflection
under steady-state conditions is sud-
denly applied, the pointer will take
0.3s to reach reference deflection. If
this signal is suddenly removed from
the input of the VU meter, the needle
will take 0.3s to return to its initial
position.

This characteristic was chosen in order
to approximate the assumed response
of the human ear. The 0.3s rise time
and decay characteristic of the VU me-
ter introduce a masking effect. Essen-
tially, the instrument is unable to give
accurate audio signal level indications
under complex wave, fast rise time,
input signal conditions. The instanta-
neous speech or music signal level may,
in reality, be 10VU or more above the
average readings of the VU meter.
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Technical Excellence

Advanced’ Features
““An Aﬂordﬂble Prlce

£ = A
P rprome—"TusciSeavin 2000

ometimes it takes a new company to turn
advanced technology into reality. In the server
business, the new name is 360 Systems. In truth,
we've spent the last 33 years designing advanced
digital technology into broadcast products.

Now, the Image Server 2000 delivers a level of technical excellence
unique to the broadcast industry. Its true next-generation design
includes an exceptionally broad set of features, and a high standard
for reliability. But most important, the Image Server 2000 estab-

lishes a new, reasonable price for broadcast video servers.

Join the hundreds of broadcast professionals who made the Image
Server 2000 their first choice. Visit www.360Systems.com for the

complete story on the next-generation Image Server 2000.

Sales line: (818) 733-8221
E-mail: Servers@360Systems.com

© 2004 360 Systems. Prices and specifications are subject to change without notice.

What Can an Image
Servar 2000 Deliver

at $11,899?

* Three video channels

* 12 audio chaanels

* SCI and composite video

+ AZS digital and +4 analog audio
» 190 hours of RAID-5 siorage

» NXF file iransfers aver
Giganit Ethernet

* Premium quality video to
50 Mb/sec

» VDC? Odetics, P2 and
GPI zontrol

» Cn-screen GUI for full control,
plus trimming, segmenting
and playlisting

« Only 3'." of rack spac2

NEW Multi-Format
Server Dpticn
* Import and play DV-format video

* Play TARGA graphics with
Key-and-Fill

« Control by Ross Synergy™
switchers
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“We had an aggressive strategy to
create a tapeless, high-bandwidth,
mission critical environment that
also needed to support multiple file
formats and be user friendly.

We chose Omneon.

Director, TV Engineering &
Technical Operations
KLCS-TV/DT, Los Angeles

When KLCS embarked on an ambitious program
to upgrade to DTV, they saw an opportunity to go
far beyond just television and is now providing a
host of new programming options to almost a
million students and teachers.

With Omneon Spectrum™ media servers, KLCS
has been able to implement an efficient model
for delivering new services. Incorporating Smart
Scalability™, Omneon Spectrum systems meet
precise format, channel count, bandwidth and
storage specifications. What's more, an Omneon
Spectrum can be expanded in smart, manageable
increments—without replacing the original system
and in many cases, without taking the system
offline.

To learn more about the unigue advantages of an
Omneon Spectrum media server system visit
WWW.0mMNEeon.com.

It's not just
what you serve.

\

=

OMNEON

Typically, if a device is designed to
handle an SOL of +8dBm, it will be
capable of supplying an output level
in cxcess of +18dBm at a total har-
monic distortion not cxceeding 1 per-
cent. Such undistorted audio peaks,
unnoticed by the operator, are likely
to reach the audio tape recorder or
transmitter and overload it.

The situation is further complicated
by FM audio transmitters, which use
high frequency pre-emphasis with a

has 0€) impedance. This impedance
is raised to 50() by inserting a 25()
resistance in series with cach of the
batanced cable conductors to avoid
possible output transistor breakdown
in case of a short circuit. The load is
of the order of 10k{} or higher. The
signal level is expressed in dBu; 1dBu
is equal to .775V RMS or the voltage
resulting in dissipating a power of
ImW across a 600§} load.

The voltage matching considerably

Masking effect

| |

v

0 |
Tms 10ms

Duration of the peak

] ] |
0.1s 0.3s 1s

Figure 1. The masking effect of a typical VU meter and peak program meter (PPM)

for a given tone duration

time constant of 75psec, resulting in
a 14dB boost at 10kHz. Various types
of limiter/compressor combinations
are used in an effort to avoid trans-
mitter over-modulation and achicve
an acceptable SNR.

The voltage-matching
concept

This concept is typical of modern
studio installations. The signal source

24 broadcastengineering.com

reduces the power requirements of
the signal source since it is required
to dissipate only a minute amount of
power across the bridging load. An
added advantage is the improved fre-
quency and transient response of the
system. This is due to the fact that the
capacitive loading of the shiclded-bal-
anced audio cable has a lesser effect
across a source impedance of 50()
than it has across a source of 600().
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e System
/ - Configuration
Made Easy

The Eclipse digital matrix intercom gives you amazing ===
flexibility and responsiveness by combining a powerful
communications platform with a highly intuitive interface
and configuration program.

Just cheose a station and the image appears on your PC
screen. Select labels, drag and drop on the desired keys,
and save your configuration. Up to 4 full-system configura-
tions can be stored in the Eclipse frame for rapid changes.

Other Eclipse benefits include:

+ Amazing port density—36 ports in 1-RU
+ Intelligent linking among Eclipse systems
+ Excellent audio with 24-bit sampling

* LAN or Internet access to system frames

* Built-in redundancy for failsafe use 1 llh. m c
Eclipse. News made easy. ’, gy E€ar-uoin

COMMURNICATION SYSTEMS

Drag-and-drop system configuration changes are
fast and 2asy with Eclipse’s intuitive software.

®© 2004 Clear-Com Communication Systems | 4065 Hollis St., Emeryville, CA 94608, USA | T: 510-496-6666 | www.clearcom.com
Photo of New Yerk Network studios by Joe Schuyler.



The interface with common carriers
retains the power-matching philoso-
phv to avoid return-loss problems
with long cables resulting in echoes.
The SOL in North America is +4dBu
or +8dBu.

user to accurately monitor audio sig-
nal levels under steady state as well as
program conditions and reduces the
need for large amounts of headroom
in amplifiers. Neither the scale nor
the display is universally standard-

dio level meters used in various coun-
tries. It shows clearly that in addition
to transit response differences, vari-
ous organizations have different ref-
crence levels (SOL) and meter display
scales. This situation creates problems
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dBu Sony CBC Sony BBC EBU German CBC
digital PPM BetacamSP PPM PPM PPM VU
Betacam PPM

in international television
program exchanges and 1is
not likely to change in the
near future. The problem is
complicated by the digital
equipment that normally
references all audio levels
to the maximum signal lev-
¢l before clipping, which is
identified as OdBFS. All au-
dio levels have, therefore, a
negative value with the SOL

1143 set normally to -20dBFS,

] indicating that the equip-

470 ment has 20dB headroom.

—1i-2 Interestingly, the EBU sug-
-4 gests headroom of 18dB.

This new approach cre-

ates confusion with audio

_1 g | operators having an analog

French | background and a strong

vu attachment to the VU me-
ter. Some efforts to change

Figure 2. Upper-scale details of some audio level meters used throughout the world and the

corresponding steady-state signal level in dBu

The voltage-matching concept nor-
mally uses a peak program meter
(PPM) for audio signal-level monitor-
ing. Since the late 1930s, the Europe-
an broadcasters — with the exception
of France, where VU meters are still
used — have been using some type
of PPM. The PPM is a peak reading
instrument capable of accurately dis-

ized. Some type of compression is
required to reduce the dynamic range
of the audio signal, which otherwise
might exceed the transmitter and re-
ceiver capabilities.

Figure 1 on page 24 shows that the
PPM is capable of more accurately
displaying audio signal peaks than the
VU meter. There are, unfortunately,

In an effort to satisfy all users, some cuntempurarz
t

equipment manufacturers offer equipment wi
o~ selectable VU or PPM nse/fall times.

playing audio signal transients. The
input impedance is bridging, mean-
ing it is greater than 6000(). Some
current designs feature a 10ms attack
time (risc time) and a 2.65s fall back
time. This characteristicamounts to a
sample-and-hold approach to audio-
signal-level monitoring. It allows the

26

two entrenched camps steadfastly
preferring the PPM or the VU meter.
In an effort to satisty all users, some
contemporary equipment manufac-
turers offer equipment with selectable
VU or PPM rise/fall times.

Figure 2 shows details of the upper
part of the display scale of some au-

broadcastengineering.com

the reference signal from
0dBu = 0.775V RMS to
0dBV = 1V RMS have been
poorly received by the audio com-
munity. So, until further notice, the
reference audio level is 0.775V RMS,
strongly related to 600() and 1mW.
Old habits die hard! BE

Michael Robin, a fellow of the SMPTE and
former engineer with the Canadian Broad-
casting Corp.’s engineering headquarters,
is an independent broadcast consultant
located in Montreal. He is co-author of
“Digital Television Fundamentals,” pub-
lished by McGraw-Hill and translated into
Chinese and Japanese.

Send questions and comments to:
michael_robin@primediabusiness.com
l _ S—

The second edition of
Michael Robin’s book
may be ordered directly
from the publisher by
calling 800-262-4729.
The book is available
from several

% booksellers.

Digital
Television
Fundamentals

DEBIGN AHD INBTALLATION OF
VIDEO AND AUDID EYRTEMA
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your news matters

CNN bc
CNN HN Atlanta
CNN NY New York
CNN.net Atianta
KHOU Houston
KNBC Los Angeles
KOMO seattle
KPTV Beaverton
KPDX Beaverton
KQED san Francisco
KRON san Francisco
KTVT Fort Worth

partial list - some stations have multiple Euphonix consoles

Our 15 year old analog audio
board was becoming problematic and short
of inputs and IFBs. Max Air covered all our
requiremenis, including additional channels,
is all-digital. and opens up the possibility

of incorporating surround elements into our
local shows. It has made a big difference to
our broadcasts.

Ernie Saldana
Assistant Chief Engineer, KVUE

When it comes to the fast-paced environment of the news room
you need an audio console that is reliable and easy to operate
with enough features to handle the most demanding shows. Join
the growing number of news rooms that have chosen either the
Euphonix System 5 or Max Air and improve the quality of your
audio while making life easier for the operator.

Be Sure
euphonix.com

KUTYV salt Lake City
KVEA Los Angeles
KVUE Austin
KWHY Los Angeles
Telemundo Network Miami
TUTYV Puerto Rico
WCAX Burlington
WCPO cincinnati
WFTV orlando
WFXT Boston
WOFL orlando
WTMJ Milwaukee

The System 5 and Max Air models can be tailored to exactly meet
your current and future news requirements with a simple upgrade
path and comprehensive features including surround, full integration
with your facility router, automation connectivity to external GPIs,
and a modular I/0 system. Most importantly, the consoles are easy
to learn and operate in a fast-paced on-air environment.

S fuphonix

vy

-“

(@2005 Euphonix, Inc. All rights reserved ® 220 Portage Avenue ® Palo Alto, CA 94306 © Phone: (650} 855-0400 » Fax: (650) 855-0410 i




‘ ‘ We had three months to get HD
content on-air. Sony’s HD Select systems

helped make it happen’ 7

Jetf Friedman, Rainbow Studios
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SONY.

When Rainbow Studios, a part of Cablevision, needed high definition in
a hurry, they turned to Sony HD Select™ systems. Jeff Friedman, VP of
Technical Operations explains, “Not only did Sony work with us to meet
our delivery schedule; but they insisted on sending their people in here
to commission the studio cameras and the switcher. One of the great
things was that our engineers worked hands-on with their guys, and our
questions were answered right from the source.

“We send our ENG cameras al! over the planet — for everything from
fashion in Paris to extreme sports in Tibet and Madagascar,” Friedman
declares. “When you have cameras falling down mountains, you depend
on service after the sale. Our maintenance contracts with Sony have been

1
fabulous. We drop a camera off and two days later it's delivered back to my
- \ door. That really helps keep our customers satisfied.
. ' If your own HD challenges extend beyond the box, go with a total HD

solution from the company totally qualified to provide it. An HD Select

system from Sony.

To learn about the HD Select Program and Sony’s Music Download Promotion

VISIT WWW.SONY.COM/HDSELECT1

OR CALL YOUR SONY REPRESENTATIVE TODAY

like.no.other



Network

security
BY BRAD GILMER

s technologists, we are

generally thorough when

we design or build a proj-
ect. But when thinking about security
issues in the professional IT environ-
ment, it is important to remember
that not all threats are technical in
nature. Physical security can be just as
important as technological security.
When dealing with physical security,
there are two general classifications of
threats: malicious and non-malicious.
Malicious threats involve the active
attempt by someone to break into
your network. Non-malicious threats
occur when a good person makes a
mistake. Fortunately, both threats can
be addressed with effective physical
security.

Physical security

In most broadcast facilities, once
someone is inside the technical area,
they can wander the building at large.
I have been in a few facilities where
access to on-air areas was restricted,
but this has been the exception rather
than the rule. It goes without saying
that allowing everyone physical ac-
cess to on-air or technical core areas
is a physical threat. When designing
a new facility, it’s a good idea to con-
sider employing some sort of physical
security system to keep people out of
these critical areas, unless their job re-
quires access.

One common mistake people make
is taking their laptops home, letting
their kids play games on the Internet
with them, picking up a malicious
code, and then bringing the laptops
back to the office. If that person plugs
the laptop into the core network,
there is a good chance that the mali-
cious code will spread.

There are a number of ways to stop
this from happening. One way is to

30

restrict the employee’s ability to run
certain applications or install new
software on company laptops. Anoth-
er way to handle this threat is to pur-
chase a router that uses Layer 2 port
authentication. The router is config-
ured so that it will only pass packets
from authorized Media Access Con-
trol (MAC) addresses. Each network
interface card (NIC) has a unique
MAC address. By restricting access

Here is an interesting experiment:
Walk around your office and ask your
fellow employees how many of them
have written their passwords down
and either taped them to the bottom
of their keyboard or to the side of
their top desk drawer. As amazing as
it seems, this physical security threat
is common. While you are talking to
your colleagues, ask them whether
their user name and password are the

It goes without saying that allowing everyone
physical access to on-air or technical core areas is

on the network to authorized MAC
addresses, you can prevent someone
from plugging an unauthorized com-
puter into your core network. As with
all security measures, there is an ad-
ditional administrative load required,
and you will have to determine if the
additional work is worth the added
security.

Password security

Another area of both physical and
technical security is passwords. Se-
curity experts generally agree that a
system that consists of “something
you have and something you know”
allows technologists to create rela-
tively secure systems. An example of
this is a network logon system where
the user is issued a small device that
creates a new password every few
minutes. The user has this device, and
the user knows his or her logon infor-
mation. One of the strong points of
this system is that the device creates
the system passwords, thus avoiding
several pitfalls of password-protected
systems.

Needless to say, users should protect
theirlogonand password information.

broadcastengineering.com

a physical threat.

same, or whether their password is
their first name. Weak passwords are
also a threat to security.

Weak passwords are typically ob-
vious. They are short (less than six
characters) or without punctuation. A
malicious person might use common
sense to guess a password, or he or
she could use a brute-force dictionary
attack. A dictionary attack employs a
relatively simple program that uses a
dictionary of words in an attempt to
break into the system. The program
uses dictionary words to figure out
user names and passwords. Strong
passwords, which are longer and con-
tain random punctuation, are much
less vulnerable to dictionary attacks.

Another password-related issue is
simple login names. Certain names
such as Administrator, Admin and
Root should be disabled for remote
login, if possible. Also, short first
names should be avoided. Attackers
will likely probe login names like Bill,
Sue and Fred.

Internet threats

In several previous articles, I have
written about threats to the core
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Easy to clean. Innovative. Reliable. Canzre's
Hybrid Fiber-Optic Camera Connectors feature

Tech Notes

Outer diameter of the clad is 0.125mm with a core of 0.010mm.
Although the cables have superb transmission quality, even a
minuscule speck on the core can have a disabling effect and
cause a signal to be lost. Canare recommends proper
maintenance and verifying the connector before use. Simply
detach the alignment sleeve along with the insulator part for

easy cleaning.

before cleaning after cleaning
i ; 531 5th St., Unit A San Fernando, CA 91340
Cahforn'a Tel: 818 365 2446 Fax: 818 365 0479

New York l 60E, 42nd St., Suite 2306 NY,NY 10165
Tel: 212 682 9661 Fax:212 682 9480

a high-quality new fiber design that ensures
optimal performance.

" FC Series

SMPTE 304M and ARIB Compliant

Stainless Steel Body Shell

AdPC Polish

Insertion loss <0.5dB; RL>45dB

Visit us on the web: www.canare.com

"Affordable, compact, simple and smart solutions”
Discover our all new Optic Products and more!

» Hybrid Fiber Optic Camera Connectors
» Palm-size Camera Cable Checker

» Converters and CWDM

» New Mid-size Video Jacks

* Front or Rear Mount Video Panel Jacks

LN www.canare.com
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technical network and strategies for
minimizing those threats. For many
people, the chief concern is that an
attacker will be able to reach the corce
technical network via the Internet. It
may help to look at general Internet-
borne threats.

There are a number of threats that
may cause problems when you con-
nect to the Internet. Common threats
include port probes, viruses and
worms, Denial of Service (DoS) at-
tacks, Ping of Death (PoD) attacks,
and Universal Datagram Protocol
(UDP) flood attacks.

Port probes check a computer con-
nected to the Internet for vulner-
abilities. The attacking computer sys-
tematically checks for ports that are
open and availtable on your computer.
He or she will use this information
to launch attacks on open ports. An
attacker can also use port probes to
determine which operating system is

running on the computer. This infor-
mation allows them to craft an attack
against well-known weaknesses of the
particular version of the operating
system on the target machine.

Many readers are personally familiar
with viruses and worms. Viruses usu-
ally pass from computer to computer
through infected files or removable

Worms can be used to spawn DoS
attacks. In some casces, the worm re-
mains dormant on the computer un-
til a specific time, or until a specific
command is received from a remote
computer. When the worm is acti-
vated, it sends repeated requests to
the target system’s IP address. As Fig-
ure 1 on page 34 shows, there may be

For man){ people, the chief concern is that an
attacker will be able to reach the core technical

- _network via the Internet.

media. Worms ar¢ most often trans-
mitted via e-mail. The user opens an
attachment and the attachment con-
tains an executable code (the worm),
which runs and causes the computer
to be infected. The worm then reads
the e-mail address book on the in-
fected computer and e-mails itself to
everyone on the list.

hundreds or thousands of infected
computers on the Internet, which are
all directed to go to a specific server
at the same time. When this happens,
the server cannot service all the re-
quests, and the system is effectively
knocked oft the air.

Almost alt computers on the In-
ternet contain a utility called Ping.

Intelligent Master Control

World leader in scalable multi-channel playout

QMC scales from a single channel
to over 60, with the flexibility to
meet your needs using a unique
selection of HD and SD channels,
control panels and upstream routers

QMC-2

* HD or SD operation from a common hardware piatform
* Handles dual stream Dolby E for 16 channel audio

* Dual logo stores and up to three external keyers
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“Very few systems
integrators bring this
level of expertise to
the table . . . Roscor is
a vital part of our
team, and is directly
responsible for the
success of our facility”

S 1. G
Bob Reed

ROSCOR ANALYSIS & DESIGN

% SUPPORT RESULTS

SYSTEMS INTEGRATION

WWW.ROSCOR.COM/SI

Ping is a simple but useful utility
that checks the round-trip time be-
tween your system and another com-
puter. By manipulating Ping, an at-
tacker can create Ping messages that
can cause the target machine to quit
working. This attack is called the Ping
of Death.

The UDP can be used to attack tar-
get systems in flood attacks. Because
of the way UDP is designed, it is
possible for an attacker with a high-

Internet
hide the actual IP address of Web
and other dedicated servers from
Internet users

+ block port probes

+ allow an administrator to admit
only the traffic types that are ac-
ceptable across the firewall and
on to the local network

+ provide logging so that security
threats from the Internet can be
analyzed.

Infected
computer \

Infected
computer

Infected /
computer

Wi
1 eb
Internet " server

Figure 1. When hundreds or even thousands of computers all try to contact the
same Web server at the same time, the Web server will become unavailable. This is

called a Denial of Service attack.

speed Internet connection to send a
large, continuous stream of data to
the target machine. UDP is not fair
to all traffic. If the stream or streams
are large enough, they can crowd out
other traffic, effectively bringing oth-
er Internet communications with the
target computer system to a halt. If
the attacker can generate enough si-
multaneous UDP streams, all direct-
ed at a particular machine, he or she
could overload the routing systems
that feed the machine.

In all cases, knowledge is important
in combating these attacks. Properly
configured firewalls and routers can
protect core networks from these at-
tacks. In previous articles, [ have de-
scribed firewalls in detail. For this
article, let’s look at a high-level de-
scription of their functionality.

Firewalls: what they will
and will not do
There are several things a firewall
can do to protect your local network
while permitting Internet access. A
firewall can:
conceal local computer [P ad-
dresses from an observer on the
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While a firewall can do a lot to pro-
tect computers on your network,
there are certain things it cannot do.
A firewall cannot:

+ protect your network or servers

from a DoS attack

« stop the spread of viruses or

worms, since these are typically
spread by e-mail applications
that are allowed to traverse the
firewall

+ provide a totally bulletproof solu-

tion to all security attacks.

Firewalls provide a reasonable level
of security while granting users the
necessary Internet access. BE

Brad Gilmer is president of Gilmer
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Standard definition? High definition? Kahuna is the most versatile switcher Even if you have no plans to go HD just
With Kahuna you don't have to worry. on the market. And the most economical. yet, you can install Kahuna in SC criy.
It can handle either of them - separately Kahuna lets you take control of your Then when you are good and ready.
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