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Cut Through the Clutter with
Avid Motion Graphics

In today's highly competitive, image-dominated media industry, it's all
about creating stellar imagery, building compelling brands and getting

your work quickly to air.

Avid Motion Graphics™ lets you meet those challenges by: i st

* Leveraging the latest advancements in 2D/3D graphics creation :
» Simpiifying your workflow

* Increasing your channel count

& 2013 Avid Technology, Inc. All rights reserved. Product features. specifications, system requirements and availability are subject to change without
notice. Avid, the Avid logo, and Avid Motion Graphics are trademarks or registered trademarks of Avid Technology, Inc. in the U.S. and other
countries. All other trademarks contained herein are the property of their respective owners
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ive Production Switching
hatever your Application

rom the smallest OB truck to the largest studio,

3D to 1080p to 4K, Snell has a switcher to meet

:very need. Designed for mission critical applications
wr switchers deliver on every level of operability,
unctionality and reliability - including whatever
hallenges tomorrow may bring. Our customers tell

's we have the best switchers in the World, helping
hem to save money while creating exceptional live tv.

ontact us for a demo or check out
nellgroup.com/kahuna to find out more.

nellgroup.com/kahuna
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High Performance.
Open Architecture.
When you have it all, that's

At Intelsat we’'re used to big things.

We already own and operate the biggest satellite, teleport and fiber
infrastructure network in the world. But we‘ve got even bigger plans.

Intelsat Epic™ — our Next Generation high-performance satellite
platform with an innovative combination of C-, Ku- and Ka-bands,
wide beams, spot beams, and frequency re-use.

* High Performance: high throughput, efficiency and reliability

* Open Architecture: scalable, forward and backwards compatibility
with your existing hardware

* Greater Control: you define network topology and service elements

* Optimal Coverage: all-continent coverage and a complementary
overlay with Intelsat’s unmatched global fleet

For you, this means lower cost of ownership.

More control. More choices. That's Epic.

Meet with Intelsat during CommunicAsia 2013 at Stand 153-01.
Contact us at sales.asiapacific@intelsat.com for details.
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JUST THE FACTS!

Preliminary attendance figures released April 9 for
the 2013 NAB Show reveal the total number of reg-
istered attendees stood at 92,414. The final atten-
dance figure for the 2012 NAB Show was 91,565.

Learn more at www.breadcastengineering.com

IN JUNE!

Exclusively in our Digital Edition

- Additional articles not found in print
- Expanded coverage of hot topics
- Interactive elements

Psst, hey buddy,
want a good deal
ona 4K TV?

Don’t miss your chance to get this great
resource delivered directly to you!

Subscribe today to get your June digital edition
at ONLINESUBOFFERS.COM/GINQ3XCA
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The Future Is Networked.

MEDIORNET
COMPACT

» Synchronized 50G real-time network for 3G/HD/
SD-5Di video, audio, data & intercom at the price of
multiplexing point-to-point fiber products

* Flexible signal routing incl. point-to-multipoint

* Integrated Frame Store Synchronizer, Embedder/
De-Embedder, Test Pattern Generator, On-Screen
Display & Timecode insertion at every port

* Fully compatible with modular MediorNet systems

www.riedel.net

) 4
News from InfoComm
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Camera Integration for
MEDIORNET COMPACT
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EDITORIAL

DEPARTMENT

UHDTV:
A bridge too far?

ithout a doubt, the top theme at this year’s

NAB show was 4K. There were 4K camer-

as, video routers, recorders, multiviewers,

fiber, projectors, slo-mo systems, 4K cine
lenses and, of course, 4K editing, grading and production
systems. Wow, with all that stuff available, why would any-
one buy yesterday’s 3G and HD equipment?

Maybe because hype from the Consumer Electronic
Show (CES) doesn't quite glaze the eyes of video profes-
sionals at the NAB Show. Sure, vendors at NAB are only
too willing to meet perceived demand, lest they get caught
behind the technology curve. They want to show their
technology capability. But, are the demos real?

Psst, hey buddy,
want a good deal
on a 4K TV?

Let’s look a bit closer at the 4K, or UHDTYV, phenom-
enon. Launched at this year’s CES show, it quickly became
the dominant theme. Television-set vendors were eager
to demonstrate their latest iterations of UHDTV. About
the only thing these new, larger TV sets don’t claim to
do is to grow hair on bald guys and magically reduce a
person’s weight. ,

The basic theme is thata UHDTYV displays 4X the reso-
lution of a standard HD TV set. At CES, many displays
were as large as 84in, with one vendor highlighting a 152in
plasma display. Why is there such a rush to UHDTV? Itis
because bigger sets equal higher profits.

So, is the U.S. marketplace rapidly moving to UHDTV?
No, and outside China, penetration may be painfully slow.

According to the publication DIGITIMES, the penetra-
tion rate of UHDTV (3840 x 2160) TV-panel shipments

8 broadcastengineering.com | May 2013

may reach 20 percent in 2013, but only because of high
demand from China-based TV manufacturers making
sets for domestic consumption. China-based TV vendors
have reportedly been placing orders for UHDTV panels
from manufacturers (such as Innolux Corporation) in
sizes ranging from 39in to 85in. Another panel maker,
AU Optronics, is said to have received orders from vendors
for UHDTYV panels sized 55in and 65in.

There are two things to keep in mind about these re-
ports. First, these Chinese TV-set makers are basing
their orders not on U.S, sales, but Chinese consumption.
Second, the UHDTYV panels cost about twice as much to
manufacture as do standard HD displays.

And, here’s just a final dose of reality before you drop
money for a full 4K plant. Tt is true that HD is the standard
technology for American viewers. More than 75 percent
of U.S households now own an HDTV set. According
to Nielsen, that’s up 14 percent from last year, and the
research firm says nearly 40 percent of those homes
have multiple HD sets. Do you think those set owners
will be eager to replace their “young” TV sets, even for
4K resolution?

The adage, “You can lead a horse to water, but you can't
make it drink,” echoes with 4K. Despite virtually all OTA
stations transmitting some HD, and 61 percent of all prime
viewing is done on an HD set, that doesn’t mean the view-
er is getting HDTV imagery. According to Nielsen, only
29 percent of English-language broadcast prime viewing
and 25 percent of cable prime viewing was in “true HD.”
If you're watching shows like “Dukes of Hazzard,” they
probably are not HD.

All of these issues mean that we still have a gap between
HD potential and true HD viewing, and that may be a wide
river for consumers to bridge. If so, does that, for now,
make UHDTYV a “bridge too far™? BE

EDITORIAL DIRECTOR

Send comments to: editor@broadcastengineering.com
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Introducing HyperDeck Studio, the
broadcast deck that uses solid state disks!

Now you can get the incredible quality broadcast deck that records and
plays using low costs solid state disks. HyperDeck Studio works like a regular
broadcast deck, and supports dual disk slots so the moment one disk is
full, recording can continue to the next disk! That's unlimited recording!
HyperDeck Studio supports 10 bit uncompressed as well as compressed
DNxHD™ and ProRes™ recording so you can simply mount the disks and edit
media directly without any file copying! HyperDeck Studio is perfect for live
production, instant replays and disk server use!

Absolute Perfect Quality

HyperDeck Stwdio works with both compressed
and perfect quality uncompressed video. You can
select between 10 bit ProRes, DNxHD MXF, DNxHD
QuickTime™ and 10 bit uncompressed QuickTime
recording and playback. With uncompressed you get a mathematically perfect
“clone” recording between capture and playback 5o you can atways trust your
recording because there is absolutely no higher quality possible!

Familiar Broadcast Deck Design!

HyperDeck Studio has a familiar broadcast deck

style design with transport buttons, jog/shuttle

knob, deck control port and build in LCD! You get
unlimited duration recordings because HyperDeck Studio includes dual
$SD slots, so when recording, if your disk fills, it will automatically continue
recording to the other disk.

R R, Solid State Disk (SSD) Recording
| I SssD ] Simply plug in a fast 2.5" solid state disk into HyperDeck
|| Studic and start recording! SSD's are used in desktop

and laptop computers so prices are constantly falling

while sizes are getting bigger! Piug the SSD into your computer and the disk
will mount right on your computer's desktop! Files are stored in standard
QuickTime or MXF file formats s0 you can use the media in Mac™, Windows™
and Linux software!

Use Cameras, Switchers and Monitors

With SDI and HDMI inputs and outputs,
HyperDeck Studio works with virtually every
camera, switcher or monitor! Plug into televisions
or video projectors for instant on set preview or
get exciting live action replay with ATEM production switchers. Even use it
for digital signage. Just press play twice for loop playback! Imagine using
pristine broadcast quality 10 bit recording on your next live event!

HyperDeck Studio

5995

Learn more today at www.blackmagicdesign.com/hyperdeckstudio
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HEVC

The compression technology promises
to optimize OTT and UHDTYV delivery.

BY DR. PAUL HASKFI [ AND THIERRY FAUTIER

$ consumers increas-

ingly view live and VOD

television on a broader

range of IP-connected
devices, broadcasters are struggling
to deliver these high-bandwidth
services. However, a new video
compression standard called High-
Efficiency Video Coding (HEVC)
promises to ease broadcasters’
pain. Using HEVC, broadcasters
can reduce the data rate needed for
high-quality video coding by approx-
imately 50 percent over the current
MPEG-4 standard, enabling them
to deploy higher quality OTT video
services using the same amount
of bandwidth.

In addition to improving OTT de-
livery, HEVC also has the potential
to support a broad range of current
and future applications, including 4K
x 2K UHDTYV, making it an exciting
technology that pushes the consum-
er experience to the next level. (For
more information about 4K UHDTYV,
read the ITU recommendation on
the technology, available online at
www.itu.int/net/pressoffice/press_
releases/2012/31.aspx.)

Evolution of compression

An uncompressed HD video sig-
nal consumes approximately 1.5Gb/s
to 2Gb/s of bandwidth. In the 1980s,
when video compression was in its
infancy, the goal was to compress
this down to 130Mb/s. Today, con-
tent providers are able to encode
HD video between 5Mb/s to 10Mb/s
using H.264/MPEG-4 AVC, depend-
ing on the quality target resolution
and encoding scheme (CBR or VBR).
HEVC is designed to push that en-
velope even further by reducing the
bit rate of MPEG-4 by 50 percent, as
shown in Figure 1.

But, before discussing the improve-
ments of HEVC, it is important to
understand the key technologies that
HEVC builds on. MPEG-2, in the
broadcast and entertainment
TV world, was a huge success.
It offered full SD quality at
4Mb/s, but the industry quick-
ly realized that MPEG-2 could
also enable HD for bandwidth-
sensitive networks. Using MPEG-4
AVC compression, it became afford-
able to transmit HD to the home.

To profile or not to profile?
A significant portion of the stan-
dardization effort has been spent
debating whether the compression
gains of various compression tools
justify the tools’ complexities. What
we learned during the development
of H.264/MPEG-4 AVC technology
is that, although a Baseline profile (no
CABAC and no B frame) was recog-
nized as a good technology trade-off
in 2002, those restrictions didn’t pay
off in the long run. In 2012, with
the standard in full swing, some
phone and tablet silicon manufac-
turers decided to implement only
that profile, preventing additional

savings of approximately 20 percent to

30 percent in the mobile network, a

substantial amount of wasted band-

width. Additionally, it forced operators

to encode, store and serve two dif-
ferent profiles, depending on the
device capability.

Benefits of HEVC

HEVC achieves improved coding
efficiency by introducing additional
tools to exploit spatial and tempo-
ral correlations. Specifically, HEVC
incorporates enhanced motion-
compensated filtering, multiple cod-
ing block sizes and expanded loop
filters, including de-blocking, sam-
ple adaptive offset and an adaptive
loop filter.

Some of the key improvements
in HEVC are due to the use of larg-
er block sizes, making the standard
well-suited for 4K x 2K UHDTV. The
larger block sizes enable more efficient
coding of large images, especially of
regions with few changes in the pic-
ture content. Improved intra-frame
prediction enables better prediction
of pixels by exploiting redundancy
within the current frame. The pro-
posed tools offer more prediction
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Figure 1. This reduction curve shows bit-rate savings between H.264 and HEVC.
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Convert with AJA

Solutions for integrating a world of different signals.

Maximum Conversion,
Minimum Size.

channel frame synchronization

F52 delivers dual-channel conversion and frame synchronizing
power in a slim 1RU space. With two independent video and audio

d t
processors, F52 can do the work of multiple devices with support for
DVI/HDMI input and Region of Interest scaling allow computer signals
+ Dolby 0 t to be brought into video workflows easily.
Ipi ; puts act With comprehensive analog and digital I/Q (including optional fiber
g amplifiers for d t connections), GPl automation and a compact size FS2 integrates easily

into any workflow.

m NEW at NAB NEW at NAB
Bringing Computers and Video Together. Affordable 4K Monitoring.

[P . Ft" \ 7l 4 ! - |

Incorporate computer signals Into
the video world without sacrificing
budget orspace with AJA's ROI
Mini-Converter. ROl supports DV|
and HDMI inputs as well as audio
embedding and new Region

of Interest scaling controlled
through an interactive interface,
making it the high-quality choice
for AV, broadcast and post
production needs.

Get 4K monitoring under control
with Hi5-4K. Convert professional
4K or QuadHD signals, using 4x3G-
SDlinputs, to asingle HDM! ysed
on newer 4K monitors. Hi5-4Kls an
efficient, highly-portable device that
enables using affordable 4K gear
within professional workflows.

Because it matters.™
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Figure 2. This chart shows video contribution to Internet traffic (Cisco VNI May
2012). HEVC is expected to have a significant impact on OTT video delivery.

directions than AVC, and a more
sophisticated way of predicting and
coding the intra mode selected.

HEVC also directly addresses the
banding problem that can be seen
with H.264/MPEG-4 AVC, whereby
contouring artifacts appear when
coding flat or smooth image back-
grounds. An internal increase in
precision (greater bit depth) adds
greater accuracy to internal calcula-
tions. These extra bits help to prevent
the banding.

In addition to these benefits, HEVC
offers support for interlaced video
so that content providers can effi-
ciently compress, store and transmit
decades of legacy content. In the fu-
ture, HEVC may include support for
multiview video coding or stereo 3-D
video, combined with scalable video
coding, enabling a video stream, se-
quence or image to be represented in
multiple ways and multiple formats.
This ensures that content can be pre-
pared in different resolutions, frame

or bit rates, for viewing on any device,
such as an HDTV or smartphone,
all while retaining a high level of
coding efficiency.

HEVC applications

HEVC has the ability to signifi-
cantly affect next-generation HDTV
displays and content-capture systems
that feature progressive scanned
frame rates and display resolutions
up to UHDTV.

Another application for HEVC is
a fixed-point contribution environ-
ment, such as newsgathering, live
events, sports and concerts, where
bandwidth is typically restricted. By
replacing today’s MPEG-2 or AVC
equipment with HEVC technology,
broadcasters can reduce the bit rate
to cost-effectively deliver more con-
tent at a higher quality.

Possibly the biggest application for
HEVC is OTT video delivery. Video
is expected to represent more than
50 percent of Internet traffic by 2016,

as shown in Figure 2, so a reduction
of 50 percent of the video bandwidth
will have a tremendous impact on the
video experience and on the video
business model.

Deployment timeline

The HEVC standard is current-
ly under joint development by the
ISO/IEC Moving Picture Experts
Group (MPEG) and ITU-T Video
Coding Experts Group (VCEG).
MPEG and VCEG have estab-
lished a Joint Collaborative Team on
Video Coding (JCT-VC) to develop
the HEVC standard. A final version
of the HEVC standard is expected in
early 2013, with approval following in
mid-2013. With regards to internation-
al adoption of the standard, French
media regulator CSA has announced
that it will mandate HEVC for 4K x 2K
video services starting in 2016.

The first deployments for HEVC
are expected to be used for the deliv-
ery of HD OTT, and will take place
after encoding and decoding equip-
ment is commercially available,
approximately in 2014. UHDTV and
contribution are other attractive ap-
plications that will take more time,
as it is a more radical change on the
broadcast ecosystems. BE

Dr. Paul Haskelf is VP R&D, Harmonic,
and Thierry Fautier is senior director of
convergence solutions, Harmonic.

p Send questions and comments to:
editor@broadcastengineering.com
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MPEG-4 AVC HD Encoder/Decoder
with MPEG-DASH Technology
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Great Things.
Small Packages.

The UTAH-100 family of routing and distribution products from Utah Scientific
has a well-earned reputation for value, performance, and reliability. Two new
members of the family are adding flexibility to the list.

The UTAH-100/XFD Fiber Distribution Frame packs up to 16 channels of coax-to-fiber
and fiber-to-coax conversion into a compact 1RU frame.

Fiber-per-channel, WDM, and CWDM solutions, including Gigabit Ethernet over fiber,
make this unit the logica! choice for all of your fiber applications.

5 2 L .
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The UTAH-100/XHDA is a 3G-capable High Definition Distribution Amplifier with a big
difference. It has 8 amplifier blocks, each of which can be programmed by the internal
web interface to serve 2, 4, 6 or 8 outputs.

This unmatched flexibility makes it perfect for mobile systems, allowing a single unit
to replace racks of DAs,

- B ]

The UTAH-100 family offers a wide selection of routers in all signal formats in sizes
from 8x8 to 32x32 with standard built-in web control and options for built-in or remote
control panels, third-party control interfaces, redundant power supplies.

|

|
i
)

|

e et

{

The family aiso includes Distribution Amplifier packages and modular DA solutions
for all applications.

Contact your Utah Scientific representative today or visit us at: www.utahscientific.com
for more information on this ever-expanding product family.

@ The Best in the Business ‘EUtah SCientiﬁc

www.utahscientific.com
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Interactive video

New technologies turn video into a new

revenue stream.

BY Al DO CUGNINI

nteractive video as an opportunity

for generating revenue still eludes

broadcasters, in some part because

of limits of the existing broadcast
standards. This is about to change,
with the advent of various new tech-
nologies that will add interactivity in
a backwards-compatible fashion.

NRT content
delivery emerging

In the U.S., ATSC has endeavored
to use Europe’s Hybrid Broadcast
Broadband TV (HbbTV) and Open
IPTV Forum (OIPF) functionality
for interactivity. The OIPF has de-
fined an end-to-end solution to allow
any OIPF-compliant consumer device
to access enriched and personalized
IPTV services.

ATSC adds the concept of OTA
NRT content. The simplest of these is
an ancillary program service, where
programmers can break out of the
“multicast” paradigm and supply a
library of programs and supplemen-
tal information to the viewer. NRT
also makes it possible to push con-
tent to other devices in the home,
by embedding special triggers in the
broadcast stream.

Advertising content can be similar-
ly augmented by additional interactive
information such as demographically
targeted and telescoping ad services.

NRT is currently envisioned as sup-
porting three service categories:

« The Browse and Download service es-
sentially provides content “ordering,”
where the content is to be downloaded
later, similar to VOD.

« The Push service provides an
ongoing automatic update of previ-
ously requested content, similar to an
RSS feed.

« The Portal service is similar to
Internet browsing, where content is

Supplementary content
¥

Trigger

Figure 1. A triggered declarative object {TDO} could be used to push content to a

second screen.

downloaded, stored and available to
the user, usually in near real time.

Although the NRT content es-
sence is produced and controlled by
the broadcaster, the look and feel
of both the Browse and Download
service and the Push service is
receiver-dependent. Unlike the other
two categories, the on-screen ap-
pearance of the content provided in
a Portal service is defined by the de-
clarative content metadata.

TDOs enable interactivity

A Triggered Declarative Object
(TDO) is a downloadable software
object created by a content creator
or service provider. TDOs may con-
tain program-related text, graphics,
scripts and audio. TDOs are sent from
a service provider and stored in the
iDTV receiver. At a later time, one or
more triggers are sent in the broadcast
stream, signaling the iDTV receiver
to carry out a certain action. (See
Figure 1.)

Receiver manufacturers will be
expected to provide users with a
means for identifying NRT content
availability. Receivers will provide
different levels of functionality, in-
cluding various codec and file-type
support. For that reason, an NRT

14  broadcastengineering.com | May 2013
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Baseline Capabilities Receiver Profile
has been defined.

Competing in a
media-rich world

Ultimately, NRT content delivery
can provide the capability to define
a consumption model that is “script-
ed,” in which content provided by the
NRT service provider establishes the
“look and feel” of the user’s experi-
ence of the service.

With various groups actively de-
veloping a next-generation broadcast
system, interactivity is expected to
soon become an integrated part of
broadcast offerings.

Aldo Cugnini is a consuitant in the digital
television industry and a partner in a
mobile video services company.

p. Send questions and comments to:
Il aldo.cugnini@penton.com

< ADDITIONAL RESOURCES

The following are available on the
Broadcast Engineering website:

* Interactive services

« Interactive video — expanded

+ Five ABC 0&0s adopt interactive
touchscreen technology for
news presentation
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Cyber attack

| was collateral damage in the cyber war.

BY BRAD GILMER

bout a month ago, 1 be-
came unable to access
e-mail, and 1 was also un-
able to log in to some of
my servers. The problem persisted
for an hour or so and then cleared up.
A few days later, the problem reoc-
curred. Since the servers are located
remotely, and since I was unable tolog
in to the servers during the time of the
outage, it was not possible to see what
was going on in real time. I looked

1 had more than 7 million dropped
packets in the last week. For some
reason, someone on the Internet was
directing a huge amount of traffic my
way — so much that my router had
failed to deliver seven million packets.
1 do not know how many packets were
successfully handled by my router
during the last week, but that num-
ber is probably hundreds of millions.

My first indication of what was
going on came when I looked at

| am Brad.
What is the IP address for
broadcastenginaering.com?

»

A

The address is 67.208.46.146

Brad

DNS server

Figure 1. Any computer can ask a DNS server to find the IP address for a particular
domain name. An answer i$ given if the server is authoritative for that domain.

through various mail server logs and
system logs but could not find any-
thing that looked particularly out of
the ordinary.

Finally, one day, the problem per-
sisted for several hours. After several
attempts, 1 was able to remotely log
in to one of my routers, and after en-
abling the system monitor (on Cisco
routers by issuing the term mon com-
mand), I started to see repeated buffer
overflow messages. This was my first
clue that something was wrongsince a
buffer overflow message from a router
indicates that the router is having se-
rious issues managing the amount of
traffic present on its interfaces.

Next, I issued a show process cpu his-
tory command to the router to view
a graph of router CPU load. I imme-
diately saw that, for the past several
hours, my router had been operat-
ing near or at 100-percent capacity.
I used the show if fa0/! command to
review statistics for the WAN facing
interface on my router and noted that

where this traffic was directed — all
at my Domain Name Server (DNS).
What followed was a crash course in
something called a DNS amplification
attack — just one of the many weap-
ons used in an increasingly hostile
Internet environment.

Domain Name Servers are a criti-
cal part of the Internet. Humans use
domain names to access servers on
the Internet, but browsers and other

particular domain name — broadcas-
tengineering.com, for example. If the
DNS server is authoritative for that
domain, meaning that it is the origi-
nal source of information about that
domain name, then it will give the an-
swer. However, a properly configured
DNS server will not return an answer
if it is not authoritative. If you ask the
DNS server at broadcastengineering.
com for the IP address of google.com,
the Broadcast Engineering DNS server
should not give an answer.

Some servers known as Recursive
DNS servers will return an answer to
a query even if they are not authorita-
tive for the domain in question. They
do this by making a quick look-up for
the domain on another DNS server
and then delivering the response back
to the requestor. Unfortunately, I had
misconfigured my DNS server to be
recursive — a major mistake. (More
on that later.)

If a user tries to view a website and
the name server is slow to respond,
then the end user perceives that the
website is slow, even if the web server
is functioning perfectly normally. For
this reason, DNS severs tend to be fast
servers connected to large pipes.

So, the question was: Why were bad
guys out there directing a lot of traf-
fic at my DNS server? If an attacker

I do not know how many packets were
handled successfully by my router
during the last week, but that number
is probably hundreds of millions.

T

applications use IP addresses. As
Figure 1 shows, DNS servers resolve
adomain name to an IP address. Any
computer on the Internet may ask a
DNS server to find the IP address fora
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can figure out how to efficiently use
DNS servers to direct a lot of traffic
at a target, then they have an effec-
tive weapon in the cyber war. This
is exactly what a DNS amplification
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attack does. By making a small query,
an attacker can get a DNS server tore-
spond with a large reply. This is called
an amplification attack. To give you
an idea of the amount of amplification
that is possible, a 60B Extended DNS
(EDNS) query can yield a response of
more than 4000B — an amplification
factor of 66.

But, if an attacker makes a small
query and the DNS server responds

to him or her with a 66X reply, that is
not very useful. The final part of the
attack is that the attacker spoofs the
source address so that it looks like it
is the victim. Now that all the pieces
are in place, let’s look at how the at-
tack using my server worked.

As Figure 2 shows, an attacker
sends an EDNS query to my server,
but he or she spoofs the source ad-
dress of the message so that it looks

My server was hit with similar requests
from many different attackers. Someone
operating a bot-net had instructed the
computers to all attack the same victim.

| am Brad.
Give me information
on root servers.

Attacker

Hereis a LOT
of information on
root servers
N

Brad

Figure 2. An attacker pretends to be a victim asking for a response. The DNS server
then floods the real victim with a huge, unsolicited reply.

as if the query is originating from the
victim. My server dutifully responds
to the query, but instead of sending
the reply to the attacker, my server
sends it to the victim since my serv-
er thinks that it is the victim who is
asking for the information. My DNS
response shows up at the victim’s 1P
address unsolicited. That really is all
there is to it. Actlike you are someone
else, ask a small question, and watch
them receive a huge reply.

However, here is the rub: It is not a
single attacker. My server was hit with
requests from many different attack-
ers. Someone operating a bot-net had
instructed the computers to all attack
the same victim. A bot-net is a federa-
tion of compromised computers, all
commanded to execute commands
remotely by people who control the
bot-net. Bot-nets are comprised of
many thousands of laptops, desktop
systems and even computers at busi-
nesses. The one thing these computers
have in common is that, at some point,
people have executed programs on
these computers that compromised
their security, allowing the computer
to be remotely controlled without the
owner’s knowledge. Analysis of my
DNS logs showed that hundreds of

® o
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computers were being used to gener-
ate thousands of requests per minute,
all directed at the same target.

The DNS
amplification attack
is only one tool
in the attacker'’s
tool box. Attacks
exist for every
kind of server.

What can a media company do to
guard against having its name servers
coopted into participating in a DNS
amplification attack? The first thing
is, if you operate your own DNS serv-
ers, ensure that your servers are not

COMPUTERS & NETWORKS

recursive, meaning that they will only
answer for the domains you control.
Second, configure the DNS server’s
firewall using the RATE command to
ensure that if multiple requests come
in from the same 1P address in short
order, then those IPs are automati-
cally black-listed. Third, if you are
using a Cisco router to connect to the
Internet, consider enabling Unicast
Reverse Source Path Forwarding or
Unicast RPF. RPF limits attacks by
verifying that the requestor is not
spoofing the [P address.

I realize that there may not be even
one reader who is operating his or
her own DNS servers on the Internet.
However, I expect that there are a
number of media companies operat-
ing Web servers, e-mail servers and
other systems that rely on Internet
connectivity. The DNS amplification
attack isonly one tool in the attacker’s
tool box. Attacks exist for every kind

DIGITAL HANDBOOK

of server. So, my hope is not that you
will secure your DNS servers to keep
from being an unwitting agent in an
attack on a third party. It is to tell you
about my real-world experience, to let
you know that attacks are happening
and to tell you to be vigilant.

Brad Gilmer is president of Gilmer

& Associates, executive director of the
Video Services Forum and executive
director of the Advanced Media Workflow
Association.

Send questions and comments to;

2
brad.gilmer@penton.com
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Future-proofing
plants and trucks

3Gb/s is a great step for improving image quality.

BY STAN MOOTE AND RANDY CONROQOD

fter many years, the tran-
sition to HDTV continues
to roll out both domesti-
cally and worldwide. This
major step in technology was the first
wherein consumer industry products
were capable of delivering higher-
quality video than broadcasters were
typically sending into the home.

Many broadcasters simply up-
converted SD to get en-air for HD
once digital transmission standards
were settled for OTA, cable and sat-
ellite. Shooting in 16:9 fooled many
viewers into thinking they were see-
ing HD. Certainly a full-digital 16:9
SD plant with a high-quality up-
converter to HD creates stunning
results, mainly due to never having
encoded the video into NTSC or
PAL analog domains. The switchover
to digital bought broadcasters sev-
eral years of avoiding expensive HD
equipment upgrades.

As the technology shift continued,
broadcast equipment manufacturers
observed that camera sensors were
being built for 1080p as a simpler
method of making them selectable
between 480i/576i SD and 720p/1080i
HD resolutions through the use of
internal processing algorithms. This
foresight then drove the push toward
building distribution and routing
products to handle 1080p signals, as
the feeling was that 1080p would ul-
timately become a driving force for
display technology, too.

Today, 1080p is the norm for video
quality in consumer products, with
3-D TV also in the mix. 4K sets are
coming, but remain too far off for
broadcasters to transmit anything be-
yond a few boutique channels — so
let’s hold this thought for right now
and focus on HD.

1.5Gb/s infrastructure

HDTYV infrastructures that operate
at 1.5Gb/s support 480i/576i SD and
720p/1080i HD resolutions. To get the
best quality for the 1080 lines of reso-
lution, progressive scanning and two
SDI connections are required. This
dual-link connection — basically two
HD 1.5Gb/s streams — has been ex-
tensively used in small, high-quality
production environments for 4:4:4,
fill and key, and most recently for left-
and right-eye channels. Broadcast
system designers prefer a simpler,
more cost-effective single connection,
so until this was a possibility, higher-
quality production for broadcasters
was considered cost-prohibitive and
too complex to implement.

To better support 1080p, broadcast
equipment manufacturers collaborat-
ed with SMPTE to upgrade HD-SDI
from 1.5Gb/s to 3Gb/s. By agreeing
to move exclusively te 3Gb/s in-
frastructure products, equipment
manufacturers were able to push
integrated circuit manufacturers
to supply 3Gb/s parts at the same
price as 1.5Gb/s. This set the stage
for future-proofing plants for 1080p
(and also for 3-D TV), but has this
small step brought home viewers any
better quality than they have seen be-
fore? Well, not yet. The reason is that

Level B-DL

Level B-DS
intarface

current conversion, bandwidth com-
pression and display techniques use
deinterlacing and scaling technolo-
gies that affect the end video quality.

So how do we improve quality?
The infrastructure exists today to
eliminate the need for deinterlac-
ing and scalers, so why not just start
with 1080p?

Interlace vs. progressive

There were two choices when
HDTYV infrastructures at 1.5Gb/s
were built: 720p and 1080i. The two
formats generated a huge debate and
almost religious wars.

Interlace was certainly great back
in the CRT days, but we have moved
well beyond this. The benefits of
progressive scan — whether 720p
or 1080p — are huge when it comes
to production, processing and com-
pression. To keep within 1.5Gb/s, we
were clipped at 720p for HD; how-
ever, with 3Gb/s, we can easily jump
to 1080p. Flat-screen TV sets are all
progressive scan on the display side.
When the input is interlaced, the TV
sets convert the signal into the set’s
native display format with complex
algorithms. This conversion causes
artifacts because of the deinterlac-
ing step required for progressive
internal processing.

Direct mapping of an uncompressed 1080p video
into the 3Gh/s serial digital interface

Dual-link mapping of a 1080p video into the 3Gb/s
serial digital interface

Dual-stream mapping of two independant 720p or
1080i {or 1080p/<30) video into the 3Gb/s serial digital

Table 1. 3Gb/s has three different mapping schemes.
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As the advent of 4K/Quad HDY/
UHDTV-I leads us into the future,
ATSC and DVB standards continue
to evolve, incorporating 1080p and
higher resolutions to keep pace with
home display devices. However, un-
less a higher-quality video resolution
becomes proven across the entire
workflow, moving to 1080p over
3Gb/s infrastructures is the easiest
and quickest step to improve broad-
cast video quality today.

3Gb/s infrastructure

With the birth of 3Gb/s, various
technical issues arose that would take
advantage of the extra bandwidth, yet
still be compatible with systems limit-
ed to 1.5Gb/s. SMPTE standards were
developed. describing three ditferent
mapping schemes for transporting
uncompressed video including ancil-
lary data such as the audio data, the
audio control packets, the payload

Figure 1. SFP technology allows for
mixed-mode operation of both coax
and optical in large 3Gb/s routing
switchers.

1D, the time code, etc., into this new
SDIinterface running at 3Gb/s. These
are defined as Level A, Level B Dual
Link (B-DDL) and Level B Dual Stream
(B-DS). (See Table 1 on page 20.)
Level A carries one 1080p video
signal. Level B-DL is tormatted in the
same manner as described above for
building larger, more cost-eflective,
high-quality production systems.
Level B-DS is able to carry either
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Figure 2. New 3Gb/s routers are future-
proofed for new standards such as 1080p and
4K with drop-down configuration menus.

two ditterent 720p or 1080i signals,
or one lett and right frame-atigned
pair of 3-D TV signals running at
720p or 1080i.

Although these mapping schemes
appear straightforward, it is 1m
portant to ensure the streams are
properly tagged, as many devices are
not compatible with all three levels.
Additionally, we can’t forget about the
embedded audio streams, especially
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in Level B modes. Be sure you know which streams you
are actually using and modifying.

Cabling

Cabling is also an important consideration. In SD infra-
structures, cable lengths over 1300tt are typical. 1.5Gb/s
infrastructures have a shorter length of typically 50011,
with the latest technology providing up to almost 1000fi.
For 3GDb/s, the length is typically 250ft, with a maxi-
mum 600ft made possible by using the latest technology.
These cable lengths are dependent on the cable type and
equalizer technology.

Fiber-opric technology is used when longer cable runs
are required in a 1080p plant. Fiber is often thought to be
highly complex, but this is far from the truth. IT usage of
fiber has advanced the technology, and broadcast can tag
on these improvements.

Additionally, a technology called small form-factor
pluggable (SEP) now allows for deciding on the fly whether
ports will use fiber or coax. In this mixed-mode environ-
ment, both optical fiber and coaxial type interfaces are
used depending on the system design, which is typically
decided on cable length requirements. (See Figure 1)

For future-proofing plants, 3Gb/s certainly does the
trick, and many infrastructure products are 3Gb/s-ready
now. Some simply need software upgrades and have de-
vice control parameters set for various uses. (See Figure
2.) Notice for 3-D TV there are a couple of options to bind
inputs and outputs together depending if running dual
stream or combined. For future 4K considerations, differ-
ent options are available for binding together two (dual)
or four (quad) ports for ditlerent 4K frame rate options.

In summary, moving to higher quality across the base-
band workiflow is possible today by using image formats
such as 1080p. Building a plant based on 3Gb/s infrastruc-
ture products is a cost-efiective way to keep your facility up
to date. By eliminating the video scaling and deinterlacing
technologies that cause artifacts in the video image before
distribution into the home environment, broadcasters can
follow the price curves of IT fiber-optical technologies,
future-proofing their facilities with 3Gb/s and bringing
higher qualil‘y into the home. BE

Stan Moote is VP Business Development, Harris Broadcasr
and Randy Conrod is Product Manager ~— Digital Products,
Harris Broadcast

— — — — 1
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editor@broadcastengineering.com _J
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Figure 1. This shows what can be done, in principle, trading

Broadcast DTV

The future is spectrally efficient, graceful degradation
and higher payload receivable by hand-held devices up

to the radio horizon.

BY ODED BENDOV

o begin, one should won-
der whether the headline
scenario is possible. Should
the industry even look into

it? The answer is yes, it is possible.!
Why is the DTV Transmitter-
Receiver link model, made up of a
rooftop antenna connected to an
ideal receiver, a path without mul-
tipath that ignores diffraction loss at
the radio horizon and ground clutter
loss all around? The simple answer is
that this model, a relic of 1950s an-
alog television, was the only way to

satisfy (only on paper) the demand
from some broadcasters that digi-
tal HDTYV reception be extended to
the then analog Grade B contour.
I can make this observation because I
participated in the ACATS proceed-
ings. The objective was clear: We
needed an American DTV standard,
fast. Broadcasters, not in a position to
analyze true limits of the ATSC 8-VSB
system, got the promised “coverage
area” assurance they sought, and a
new standard was off and running.
It didn’t take long to realize, ex-
perimentally  and

payload for SNR.

Figure 2. Higher payload up to the radio horizon is possible
through low-power auxiliary transmitters on adjacent
channels, each serving two main stations at half bit-rate.

Distance from main transmitter {km}

Main antenna ot 300m AG radisting 250kw
Augiliary antsnna at 50m AG radiating 50kw

10Mb/s or 20 Mb/s

EMES or 30Mb/s

T T . Shenngg — theoretically,? that the
— Erfortass channsl = ATSC standard was
S PAMSH0AM [Moduiation unsuitable for reliable
e STEM reception by consumer
Ty . N devices with a rooftop
Feruriss:chanasl //ff antenna or even aided
[ TrAMTOAM by DTS.
—E""““_f_f_',“"n'r' We now have the op-
=" portunity to do it in a
s 0 5 10 15 » % 2 way that will promote
SR (98) the growth of free OTA
DTV before it succumbs

to other wireless com-
petitors with advanced
capabilities.

Service or
coverage
The service area is

I;W_" not the thermal-noise-
! MBb/s o 10Mb/s limited contour used
% | GradeB)

by the FCC to predict
“coverage area” to well
beyond the radio hori-
zon, at which diffraction
loss predominates and
where solid reception
by typical consumer in-
stallations was unlikely
even in the analog-TV
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era. For DTV, service is important,
not coverage. The decodable pay-
load in the presence of multipath and
interference quantifies the service,
whereas coverage simply quantifies
the incident signal without multipa-
th and without interference. That was
OK in the analog era because video
and audio were never lost, just grace-
fully degraded. But, for DTV, service
rather than coverage is of value, and
the real service area is clearly limited
by the radio horizon. The residual
signal beyond the horizon may be a
minor interference to the few who
insist on reception in that area, but
that should be of secondary interest to
broadcasters. So, before we continue,
we must accept this technical reality.

Who wouldn’t want graceful deg-
radation of DTV to replace the black
screen? That would be one of sever-
al possibilities with a new standard.
Look at Figure 1 for what can be done
in principle®, trading payload (Mb/s)
for SNR (dB). Note how the capacity
decreases with SNR, which in turn
decreases with distance from the
tower. The ATSC system was designed
for SNR = ~15dB at the noise-limited
contour. So, the maximum pay-
load was set to ~20Mb/s, exhibiting
a “cliff-edge” for lower SNR. But, as
experience has shown, ATSC service
is greatly impacted by real-world mul-
tipath. That’s why it is not unusual for
many consumer receivers within the
coverage area to display pixellation
or frozen video. With multicarrier
(COFDM) hierarchical modulation,
graceful degradation from high to low
payload is one of several possibilities.

Better yet, how about higher pay-
load up to the radio horizon? That too
would be possible by adding low-power
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auxiliary transmitters on adjacent channels, each serving
two main stations at half bit-rate. In effect, each broadcaster
would be getting 9MHz of bandwidth. This is not an SFN,
and no synchronization of transmitters is required. (See
Figure 2 on page 24.) There could be several auxiliaries on
the same adjacent channels so long as they are shielded from
each other by their radio horizons. Figure 2 was computed
just to explain the ideal Quality-of-Service (QoS) contours
using F(50,90) without interference and muitipath.*

The DTV channels are now sparsely spaced, and
OFET-69 applies to only one interferor, the first adjacent
channel. For packed channels, OET-69 is useless as it
cannot be “fixed” for multiple interferors emanating
from different antennas on different towers. To achieve
spectral efficiency through closely packed channels, the
FCC will have to mandate minimal specification on the
linearity and dynamic range of the receiver, the weakest
link between the broadcaster and the consumer, and also
mandate SNR-controlled AGC.
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Figure 3. In some situations, a market may require 16 or more
stations. This is an example involving 16 main and eight
auxiliary low-power stations.

Channel repacking example

Most broadcast television markets can accommodate
up to 12 full-power stations. However, a market may
require 16 or more stations. One possible example of al-
locating 16 main and eight auxiliary low-power stations
occupying 144MHz is shown in Figure 3. The main chan-
nels are grouped in pairs, in part because the popular and
effective slotted-pipe antenna can accommodate two UHF
channels. In the depicted allocation, Channels 23 and 26
receive the worst interference, mostly generated by the re-
ceiver’s non-linearity.

There are seven interference components that must be
accounted for in state-of-the-art receivers where the tuner
is on a silicon chip and without inductive elements. These
components include those from certain pairs and triplets
of channels. The QoS contour map of Channel 23, includ-
ing multipath and six of the seven sources of interference
generated by the main and auxiliary transmissions,® is
shown in Figure 4. (See page 28.) The receiver’s linearity
used for these results is comparable to that of a “good”
existing DTV converter box.

Toward the East, Channel 23’s SNR is degraded by
Channel 22. In that area, the receiver can switch to
Channel 22 at half rate and high SNR, which extends to the
radio horizon.

One can add more interference or change the locations
of the various towers and the transmitting antenna’s pat-
terns. These changes may shrink the high SNR contour
and move the operating point on the SNR plot. But, as
long as the carrier’s pilots are detected, the SNR-controlled
AGC then moves the operating point toward the area of
maximum SNR. For a known modulation, the SNR con-
tours are interchangeable with payload contours, and, for
agiven ERP and propagation algorithm, the X-axis canbe
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NEW MEDIA NETWORKS

SYSTEMS INTEGRATION

converted to distance away from the tower. Thus, a com-
plete prediction of service in the presence of multipath and

interference is possible. BE § 4
Oded Bendov is president, TV Transmission Antenna Group. z ‘ E‘
‘| :
: &
FOOTNOTES: ‘SENEEE )

| 4 = s
41095 .00 2530 6 40 45 W A3 ES N0 M &
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1 You can read more about it in my filing with the ““’""“’_;;‘f:_“ﬁ;:':;;“;ﬁ;""'“ =

FCC, docket 12-268: http://apps.fec.goviecfs/document/

view?id=7022117651 Figure 4. This shows the QoS contour map of Channel
) 23, including multipath and six out of seven sources of

= Why are the ATSC-8VSB and M/H Stand.all'ds interference generated by main and auxiliary transmissions.

Fundamentally Unsuitable for Next Generation Television

Broadcasting and How to Painlessly Transit to ATSC/

OFDM Network.” Available at http://'www.tvantenna.tv/ ?

papers.asp

3 L. Eizmendiet.al,, “CNR requirements for DVB-T2 fixed _,““ l"r:l

reception based on field trial results,” Electronics Letters,
Vol 47, Issue 1, 6 January 2011. Data scaled to 6MHz channel.
4 A paper titled “Spectrally Efficient DTV System: A step-
by-step Design of IMW UHF System for Reception by = WIll LPTV survive after spectrum auctions?
Hand-held Devices up to the Radio Horizon,” isinprogress.  * Will stations sell spectrum at auction?

5 The seventh, triple beats, requires statistical approxima- ¢ Major-market stations join to sell spectrum at FCC
tion and is under review. auction
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s consumer demand for

more sophisticated and

personalized viewer expe-

riences continues to grow,
broadcasters are increasingly offering
a multitude of innovative services,
including those on mobile devices.
Whether a broadcaster is operating
a single station, is part of a duo-
poly or a member of a multistation
group, chances are the broadcaster
is in charge of managing more than
just one transmission. Consequently,
as the transmission count increases,
so does the likelihood of managing
additional transport stream errors
— some of which can greatly im
pair quality of service, leading to
viewer complaints.

30

L LAN/WAN A

:

centrally can streamline workflows.

BY RICHARD CHERNOCK

Deploying a unified test and mon-
itoring system is the most effective
method for ensuring the integrity of
multiple broadcast services. By hav-
ing all transport stream information
in a centralized location, engineers
are able to quickly detect and resolve
errors so that they can focus on other
important day-to-day operations.
Additionally, a centralized DTV
monitoring system is a great tool for
pinpointing critical audio loudness is-
sues, given the recent audio loudness
legislation, including the Commercial
Audio Loudness Mitigation
(CALM) Act.

This article will provide a hands-
on approach to reliably detecting and
quickly resolving transport stream

broadcastengineering.com | May 2013
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A LAN/WAN

issues in multiple networks, while dis-
cussing the advantages ot deploying a
centralized digital transport stream
monitoring solution for delivering a
higher quality of service.

Step 1: identifying
transport stream errors
What matters most to broadcast
viewers is being able to watch their
preferred programming without
any glitches, no matter how it gets
to them. However, DTV svstems
are complex, with many ditferent
interacting components. This com
plexity can cause problems in the
broadcast transmission and result
in viewer dissatisfaction. Common
issues that may be visible to viewers
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include video tiling, lip-sync errors,
intermittent tuning, inconsistent
loudness levels and missing compo-
nents. Being able to identify these
errors and act upon them in a timely
manner is, therefore, critical for re-
taining viewers.

So how does a broadcaster mitigate
these issues? The first step is identi-
fying that a serious error exists. By
using an advanced DTV transport
stream monitoring system that pro-
vides a centralized view of the entire
broadcast operation, engineers can
more quickly determine which sys-
tem is causing the issue.

Deploying a centralized DTV mon-
itoring system is an effective method
for both single stations and centralized
station groups. A single-station broad-
cast operation can use the monitoring
system to analyze strategic points with-
in the broadcast transmission. (See
Figure 1} By monitoring transport

Satellite
dish

((g)

T T

Figure 1. Using a centralized DTV transport streaming monitoring system,
broadcasters can monitor multiple points in the broadcast transmission chain.

streams at these points, a broadcaster
can quickly determine whether prob-
lems arise from inside the station or
from the content source. For a region-
alized station group, the monitoring

system can help further streamline op-
erations by sending transport stream
metrics from all of the stations to a
centralized office location for trouble-
shooting. (See Figure 2 on page 34.) On

Deploying a centralized DTV monitoring
system is an effective method for both single
stations and centralized station groups.
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an even larger scale, a national broad-
cast group that operates regionalized
station groups all reporting to the same
network operations center (NOC) may
find a centralized monitoring system
to be an extremely ethcient tool. (See
Figure 3 on page 36.)

Centralized monitoring enables
broadcasters to maximize eflicien
cies by taking advantage of difterent
levels of engineering expertise at var-
10us stations across the country. For
example, while an engineer at one
station may not know how to repair
a transport stream issue, one at an-
other site may have the solution. A
national broadcast group can count
on regional experts to troubleshoot
certain errors, while employing a
master expert at the NOC for more
critical issues or those that may he
attecting all of the stations.

Second, a centralized monitoring
system is cost-effective because it

*
Transmitter site

Monitor
* m' :l data
MUX
PSIP

PSIP

=

Central/regional office

Monitor
data

Transmitter site

B ] *
MUX

~—"PSIP

g

Home/office

Monitor
data

Figure 2. Within a regionalized station group environment, a centralized DTV
transport stream monitoring system can provide engineers in a central office with
valuable information about all of the stations.

allows an expert engineer to monitor
multiple stations from a remote loca-
tion, and then pass on his knowledge
to other engineers at those locations.

Third, it dramatically reduces the
time involved with resolving certain

errors that may be occurring simul-
taneously across multiple stations.
Rather than all of the stations needing
to resolve this issue, it can be detected
and taken care of all at once from a
single platform.
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Finally, by enabling stations to
monitor both terrestrial and mobile
DTYV transport streams from a unified
platform, it reduces the complexity
involved with ensuring high-quality
content is being delivered to a variety
of viewer devices, increasing viewer
satisfaction and extending the broad-
caster’s revenue stream.

Step 2: Classifying errors
The second step in effectively
resolving DTV transport stream er-
rors involves classification. As was
mentioned earlier, DTV systems are
incredibly complex. At any given
time, it's likely that at least one error is
occurring in the broadcast transmis-

Figure 3. Using an advanced DTV transport stream monitoring system that
provides a centralized view of transport stream data, a national broadcast group
can remotely troubleshoot issues arising from regions and local stations at the
network operations center.

sion. For example, a multiplexer can
only emit one transport stream packet
at a time; however, there are multiple
timing cycles involved. If two trans-
port stream packets are queued for
emission at the same time — one

carrying a system table (such as the
Program Association Table (PAT))
and another carrying the PCR for
one of the video streams — then the
mux will correctly choose to send the
transport stream packet carrying the

PCR, leading to a minor error in PAT
table timing. The majority of errors
are insignificant; however, a critical
error could affect viewers’ quality of
service. How can an engineer deter-
mine which error is causing a serious

BI’I]HI]EHSMS Now See In-esE S TNPee0 i HO!
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quality of service issue if there are
multiple errors?

In an effort to help broadcasters
minimize transport stream issues,
the ATSC published a Recommended
Practice for Transport Stream
Verification, known as ATSC A/78-A.
(There's also an equivalent standard

from the SCTE known as SCTE
-142.) The ATSC’s Recommended
Practice originated from a request
to document all of the necessary
components an operator needs to
pay attention to during an ATSC
broadcast stream in order to elimi-
nate transport stream errors.
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Essentially, the document pro-
vides broadcasters and other service
providers with a methodology for
analyzing different transport stream
metrics and categorizing errors into
various severity levels. By grouping
DTV transport stream errors into
categories, a centralized monitoring
system allows broadcasters to more
rapidly uncover the error source so
they can quickly address serious
problems that are affecting viewers’
quality of service and leave less criti-
cal errors that viewers are not aware
of for later.

This greatly reduces the occurrence
of false alarms, ensuring engineers do
not ignore those alarms that actually
are important. The error severity met-
rics for the document were derived
from multiple participants in the
DTV industry, including broadcast-
ers and equipment manufacturers.

Each error type is assigned a set of
severity levels based on the measured
metric. The five transport stream
severity levels within the ATSC’s
Recommended Practice, listed in
order of most critical to least critical,
are as follows:

o Transport Stream Off Air (TOA):
Errors are severe enough that the
transport stream is damaged beyond
utility; in other words, the television
programming is totally unwatchable.
Receivers cannot tune and decode
the broadcast. This type of error can
occur when, for example, there is an
absence of sync bytes.

¢ Program Off Air (POA): A virtual
channel is flawed to the point where
the service is off-air. Receivers in this
case cannot tune or decode the con-
tent of the virtual channel. This type
of error can occur when, for example,
there is a missing entry in a PAT for
the virtual channel.

+ Component Missing (CM): An element
of the virtual channel is flawed. In this
case, the receiver can’t find or decode
the program element. Mismatches be-
tween the video PID signaled in the
PMT and the actual PID in the video
transport stream packets are a com-
mon source of this error.
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« Quality of Service (QOS): Certain parameters are oul
of spec by such an amount that a significant number of
receivers are expected to produce flawed outputs. The
broadcast may still be viewable, but it will exhibit degra-
dation. These errors can cause tuning issues. For example,
if a PAT cycle time is somewhat larger than the specifica-
tion, then the result will be slower than normal tuning.

» Technically Non-Conformant (TNC): The error violates
the standard, but with little effect on the viewing expe-
rience. For example, there are recommended tables tor
tuning that outline required frequencies. If the standard
states that the PAT, which is a primary table, is supposed to
be repeated at 100ms intervals and instead it is repeated at
105ms, it technically doesn’t meet the standard. However,
no one will ever notice that the tuning is 5ms slower. For
these types of errors, the system will generally log ir, and
engineers will take care of it the next time thev pertorm
routine facility maintenance.

Step 3: Filter errors

lLeveraging the error severity scale detined in the
ATSC’s recommendation, the moniloring system can
be set up to apply filters and rules that the broadcaster
wants to simplify the analysis of what would otherwise be
an enormous mass of data. Only the most critical errors
would be exposed, while less significant errors are logged
for analysis at a later time. Setting up the monitoring
system in such a way helps broadcasters to be proactive
rather than reactive.

Traditional monitoring systems that don’t include intel
ligent filtering tools may simply use a set of red lights to alert
the broadcaster that an error has occurred. There would be
no differentiation between serious errors and those that are
trivial. With numerous errors likely to be occurring at all
times, the system would always be tlashing red, theretore
making it difficult for engineers to determine when an error
is actually of serious nature. Overloading an engineer with
information may condition him or her to simply ignore all
of the errors, thus letting critical errors that atfect viewer
quality slip through the cracks.

For a single-station broadcaster, many of the transport
stream errors that occur tall into the technically non
conformant error severity category, so they don’t require
immediate attention from the station and can be logged for
later attention. Effective filtering becomes even more im-
portant for regionalized and national station groups where
the number of errors is dramatically multiplied due to the
number of transport streams involved.

Using a centralized DTV monitoring system, broadcast
facilities can continuously test streams against a set of de-
fined rules and expectations. When rules are violated toa
degree requiring action, engineers receive real-time alarms
that allow them to take instant remedial action. This type
of monitoring approach means problems are likely to be
solved before viewers become aware ot the issue.
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Final step: Address the
most critical issues at hand

After errors have been filtered
to expose only the most critical
infractions, the engineer must de-
termine which error to address first.
Sometimes the monitoring system
might show that there are multiple
critical errors. For example, a par-
ticular broadcast transmission may
be experiencing PCR errors, buffer
errors and continuity count errors.
In this case, it would be important
to address the continuity count er-
rors first, as they are often the root
cause of PCR and buffer errors. The
monitoring system’s filtering results
are designed to point the engineer to-
ward the appropriate order of action,
saving them time.

Next, the engineer would exam-
ine the monitoring points in his or
her transmission chain to determine
which unit is faulty. Moving the

monitoring point through the system
until the problem either goes away or
appears can help determine the source
of the error. All of this can be done re-
motely through a Web-based interface,
allowing an engineer in any location
to validate critical transformations of
DTV streams as they move through
the equipment chain or from one site
to another for distribution. Depending
on how the station is set up, many
times an engineer can remotely reach
into an offending multiplexer or en-
coder to change the settings.

In conclusion

Continually monitoring across
the entire DTV transport stream
system will allow the early identi-
fication ot chronic or networkwide
problems so that broadcasters can
perform the necessary maintenance,
resolve any issues at hand and avoid
viewer complaints,

As more and more broadcasters ex-
pand into oftering different types of
services, like data and connected TV,
it becomes even more imperative to
increase operational efficiencies and
reduce engineer workloads. Collecting
transport stream information in a cen-
tralized place can greatly streamline a
broadcaster’s monitoring workflow,
enabling it to cost-eftectively support
additional services and deliver a high
quality of service to viewers. BE
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Vectorscopes and waveform monitors are important
tools in creating high-quality, legal color.

olor grading

Waveform monitors and vectorscopes
are vital tools in colorists’ palettes.

here are two things that are
at the core of doing good
color grading for video:
 Ensuring that the image
on the screen looks great and is
graded to best tell the story; and
« Making sure that the image can be
properly reproduced and delivered to
a variety of media and screens.
This article will focus on the
latter. Understanding the impor-
tance of legal and valid gamut and

BY RICHARD DUVALL

determining the color balance
are critical to maintaining proper
color reproduction across a variety
of media and broadcast methods.
Before we examine the concepts of
color balance, let’s quickly review the
concepts of color space.

The HSL color space

Video is comprised of three color
components: red, green and blue
(RGB). Various combinations of

these colors make up the colors we
see. One way to understand the Hue
Saturation and Luma (HSL), or RGB
color space, is to imagine it as two
cones joined at their widest point, as
shown in Figure 1 on page 42).

The waveform monitor

The waveform monitor or raster-
izer (scope) is key to providing a legal
output of your creative product. Being
a brilliant editor and colorist doesn’t
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Figure 1. One way to understand the Hue Saturation and Luma (HSL), or RGB color space, is to imagine it as two cones joined

at their widest point, as shown on the left. On the right is a top view of color cones.

mean much if no one will air your
product. Even if your product isn’t
being broadcast, legal levels affect the
proper duplication of your project
and the way it will look on a regular
TV monitor.

One of the most basic uses of the
waveform monitor is determining
whether your luma and setup lev-
els are legal. This means that the

brightest part of the luma signal does
not extend beyond 100 percent and
that the darkest part of the picture
does not drop below 0 percent.

Determining color balance
Color balance is indicated by the
relative strength of each color chan-
nel. With neutral (pure black, white
and gray) colors, the strength of each

color channel should, technically, be
equal. The usual goal of color bal-
ancing is to achieve an image where
neutral colors are represented with all
channels being equal. The most-com-
mon reason for unbalanced colors is
how the camera is white balanced on
location. For example, if a camera is
set up to record in tungsten light,
when it is actually capturing a scene
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Figure 2. The most common type of parade waveform displays, the

RGB Parade, shows the red, green and blue channels of color.

Figure 3. A vectorscope is an XY plot of color (hue) as an angular
component of a polar display, much like some familiar color wheels

lit with daylight, the blue channel will
be stronger than the red and green
channels. Some camera sensors have a
natural tendency to be more sensitive
to certain colors in certain tonal rang
es. These errors, in sensitivity or white
balance, can be corrected by moni
toring the image with a wavetorm
monitor and making adjustments to
the signal until the signal strength of
all three channels is equal when dis-
playing a neutral color.

There are two tvpes of waveform
displays colorists consult that are de
tined as “parade” displays because they

ar-Com’

AN HME COMPANY

¢

used in color graphics.

show channels of information in a “pa-
rade,” from left 1o right.

‘The most common of these is the
RGB Parade shown in Figure 2, which
shows the red, green and blue chan-
nels of color information horizonlally
across the display.

The reference marks are referred
to as the graticule. On a waveform
monitor, these are the horizontal
lines describing the millivolts, IRE
or percentages trom black to full
power (white),

Component video levels are rep-
resented in terms of millivolts, with

black being set at OmV and white
at 700mvV. This range ot video lev-
els is also represented in terms of
a percentage scale with 0 percent
equal to 0V, and 100 percent equal
to 700mV.

The vectorscope

Whereas a waveform  monitor
nermally displays a plot of signal
vs. time, a vectorscope, shown in
Figure 3, is an XY plot of color (hue)
as an angular component of a polar
display, with the signal amplitude
represented by the distance from

] - i \ - N
:c[;psel-l}( Creating stellar broadcast productions requires advanced conimunication
systems. Experience the difference in your productions with the robust
Eclipse HX digital matrix intercoms — systems distinguished by ultra-fast

system performance, simple user controls. and high system capacily.

The Eclipse HX offers a wide range of powerful matrix frames that enable
users to rapidly execule system changes and easily manage the contigura-
tion software. The new Eclipse HX-Delta matrix system is a cost-eftective
3RU intercom solution that can be conveniently installed in mobile trucks
where space is limited or throughout a muiti-level studio facility. This
infrastructure permits shorter cable runs and puts broadcasters closer
to their intercoms.
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the center (black). On a vectorscope
graticule, there are color targets and
other markings that provide a refer-
ence as to which vector, or position, a
specific color is in.

In color grading applications, the
vectorscope helps analyze hue and
chroma levels, keeping colors legal
and helping to eliminate unwant-
ed color casts. With the gain, setup
and gamma corrections done while
monitoring primarily the waveform
monitor, the colorist’s attention fo-
cuses more on the vectorscope for the
hue and chroma work.

The chroma strength of the signal
is indicated by its distance from the
center of the vectorscope. The closer
the trace is to the outer edge of the
vectorscope, the greater the chromi-
nance, or the more vivid the color.
The hue of the image is indicated by
its rotational position around the

circle. An important relationship to
understand is the position of the var-
ious colors around the periphery of
the vectorscope. The targets for red,
blue and green form a triangle. In
between each of these primary col-
ors are the colors formed by mixing
those primaries.

The chroma information present-
ed on the vectorscope is instrumental
in trying to eliminate color casts in
images. As stated earlier, the chroma
strength of a signal is represented by
its distance from the center of the
vectorscope. Because white, black
and pure grays are devoid of chro-
ma information, they all should sit
neatly in the center of the vector-
scope. Although most video images
will have a range of colors, they also
usually have some amount of whites,
blacks and neutral grays. The key is
to be able to see where these parts of

the picture sit on the vectorscope and
then use the color correction tools at
your disposal to move them toward
the center of the vectorscope.

For nearly all professional color-
ists, the various waveform displays
— Flat, Low Pass, Luma only, RGB
Parade and YCbCr Parade — plus the
vectorscope are the main methods
for analyzing their image. Although
experienced colorists often rely on
their eyes, they use these scopes to
provide an unchanging reference to
guide them as they spend hours color
correcting. Without them, their eyes
and grades would eventually drift off
course. Spend time becoming com-
fortable with these scopes, and what
part of the video image corresponds
to the images on the scopes.

Richard Duvail is video marketing man-
ager of Tektronix.
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Second-screen systems

The path to future revenue goes through new
screens and social media.

SEMI-FINAL 1: FRANCE 9-17 ENGLAND

22300 Loy d RNGCk on - more

nteractivity across the broadcast

spectrum is the new name of the

game as broadcasters seek to ex-
& pand — o, perhaps more accurate-
ly, keep — viewers who spend increas-
ingly more time on their connected
devices. As laptops, smartphones and
tablets become more ubiquitousin the
market, viewers are using them not
only to facilitate on-the-go lifestyles,
but also to engage with social media,
as well as other online torms of media
and entertainment.

A 2011 Nielsen survey showed
that 45 percent of U.S. tablet own-
ers and 41 percent of smartphone

BY JOHANN SCHREURS

T‘ubnu

TRY Thierry Lacroix -
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owners used devices while watch-
ing TV on a daily basis. In sports,
the numbers were higher, with an
estimated 70 percent of (ablet own
ers watching TV while consulting
their Web-connected device. A 2011
Ericsson report found that more than
40 percent of people use social media
while watching TV on a weekly basis,
and almost one in three chat online.
In-depth interviews showed that
families combined TV viewing with

Watch Stats

Scorecard

the use of Twitter, Facebook, texting,
voice calls and forum discussions
about what they watched.

Thesilver liningis the new technol-
ogy that enables broadcasters to take
advantage, rather than risk the effects,
of social media engagement — pro
viding viewers with more reasons to
engage with the content they're con-
suming. New second-screen systems
provide viewers with access to origi
nal content not seen anvwhere else,

Live sports content owners are among some of the first to implement second-
screen systems. The apps can, for example, allow viewers to select different
camera positions and view replays of the action.
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using otherwise wasted content that
often sits on servers. Together, this
premium content and increased
viewer engagement provides new
revenue opportunities.

New, customized content

Technology used by broadcasters
and content owners to work along-
side, rather than opposed to, forces
that threaten to pull away viewers is
surprisingly easy. Designed as a suite
that can be added on to live multi-
camera production infrastructure,
the technology enables broadcast-
ers and rights owners to output
original content — archives, high-
lights or third-party content — to
multiple screens.

New infrastructure isn’t needed.
The technology is integrated into a
seamless file-based workflow either at

Workspace

!

Multicam
production

L]

Agent

a broadcast center or on-site produc-
tion venue. (See Figure 1.) With this
capability, broadcasters can provide
more ways for viewers to engage with
the content they’re viewing, including
interacting through votes and evalua-
tions, or receiving content customized
to their preferences.

Sports — your way

For every sporting event cov-
ered, broadcasters are capturing
hours of premium content that
currently goes unused. For example,
in a soccer game with up to 18 cam-
eras, for every 90 minutes of viewed
content, another 26.5 hours of con-
tent ends up on the cutting room
floor — in other words, 90 percent.

Clips or highlights created during
live productions and stored on serv-
ers can be made available instantly

e

i0S/Android

(.

Connected TV

Third parties

Transcoded

to Web app subscribers. The pro-
cess begins with the processing
and transfer of synchronized live
multicamera media recorded on
production servers. All metadata
associated with event footage are
used as keywords, enabling easy
content retrieval. Third-party stats
are integrated into the database and
associated to video clips and high-
lights, which are made available to
the user in near real time. A sec-
ond-screen timeline of events being
produced is created, into which ex-
ternal elements such as ads, stats or
surveys can be inserted. Content
providers can also add value to
media by creating context from live
events through multi-angle replays
at various speeds, on-the-fly edits,
and graphics and statistics insertion.

The aim of the workflow is to en-
rich the viewer’s experience during
live sports broadcasts. To do this,
the process must be quick and in-
clude the following steps in two
minutes: clip the action at the venue;
transfer the clip (including multiple
angles and metadata) from the venue
server to a central database; API
ingest for third-party items (graph-
ics, statistics) and Web application;
on-the-fly video transcoding into
required format; and distribute the
timeline, content and metadata to
connected devices.

The above-stated constraints, min-
imizing extra resources at the venue
and the timely delivery of the content,

Figure 1. New second-screen systeams can interface with multicamera production systems
to make content that might otherwise go unwatched available to second-screen devices,
providing another potential revenue source for broadcasters.
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lead us to move the transcoding service located in the data
center. The external transcoding service needs to provide
multiple bit rates for each video. This is needed so that
the plaver client can dynamically adjust the chosen video
stream as a tunction of the available bandwidth. Video
formats vary as a function of the video capabilities of the
smart devices.

A publishing layer communicates with one or multiple
standard CDN services to deliver the content to viewers.
This distribution policy isolates distribution scalabilitv
issues from the central facility scaling. The use of HTTP
Live Streaming (HLS) to distribute the content is perfect-
ly compatible with major CDN services.

A new wave of applications

Live sports content owners are among the first to imple-
ment large-scale second-screen systems. The technology
was recently used by Canal+ Sports, the sports channel of
a France-based pay TV broadcaster, to launch its branded
second-screen soccer app.

Canal+ Sports recognized that the way tans consume
media is rapidly evolving, due both to new smart devices
and the spread of fast broadband connectivity. To grow
market share, it used a broadcast and media production
systems provider to provide the technology for an app
providing up-to-the-minute statistics, multicam video
clips of all highlights and bonus material such as super-
slow-motion action replays in full length. The app also
features filmed reactions from commentators and special
guests from their live sports programming, as well as the
ability to interact via social networks. Availtable on iOS
tor iPad users and Android for Samsung Galaxv tablets,
the app was easy to create and deplov with the second-
screen automated hardware and software system.

While the sports industry may be early adopters, con
sider the possibilities for reality shows and live variety
programming, from interview formats to cooking shows,
even dramatic series. Unused content can be made imme-
diately available, both to meet customized tastes and spur
social media interaction. The result is more engagement,
more viewers and ultimately more revenue. BE
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TECHNOLOGY IN TRANSITION

NEW PRODUCTS & REVIEWS

The evolution of
multiviewers

The devices play important roles in monitoring.

BY GARY OLSON

ultiviewer technology

evolved from its origins

in signage as video walls

and large Jumbotron-
style screens used in stadiums and
arenas. These early displays typically
were CRT video cubes or LCD-based.
With the introduction of flat-screen
technology, they began to appear as
monitors in MCRs and NOCs, and
even trucks.

Using multiviewers, the MCR now more
resembles a NOC, displaying the screens of
playout servers, network traffic and more.

Benefits

There are a number of obvi-
ous benefits in using multiviewers,
as well as a some not so obvious
benefits. Multiviewers reduce the re-
quired number of physical monitors,
which reduces the power and HVAC
requirements.

Multiviewer technology continues
to evolve. It is introducing new con-
cepts in monitoring and consolidating
many features and functionalities
that previously required a lot of out-
board gear. The integration of audio
metering, under-monitor and clock
displays allow each source to have
an audio meter if needed, an under-
monitor display instead of white tape
and multiple clock displays, which
are just appearances in the multiview
controller. As broadcast and pro-
duction technologies become more
IP-centric, multiviewers take on the

additional role of monitoring the net-
work and servers.

Initially, multiviewers were sepa-
rate devices that required router
outputs and separate controllers,
which meant additional cost, cabling
and infrastructure. Still, there are
considerable benefits: Multiviewers
occupy less space, require less power
and do not generate the heat of CRTs.

Using a multiviewer in a pro-
duction control room or remote
production truck provides the ability
to have multiple configurations easily
changed using a management dash-
board in the image processor. There
can be multiple profiles for different
productions in a truck serving dif-
ferent production needs for multiple
users without having to do major re-
patching or rerouting.

Multiviewers are powerful tools
that are now being fully integrated
into routers. They are now cards in the
router frame and use the same input
cross points. The immediate benefit is
that all of the sources on the routerare
available to the multiviewer without
needing additional router outputs.
This is a considerable cost savings in
equipment and infrastructure.

A recent addition to the feature
set in multiviewer technology is the
ability to monitor servers and com-
puters. Previously, one had to add a
large number of computer menitors
or rely on a KVM. Now, a multiviewer
using remote monitoring connection
tools can display the screen of a server
or computer. If the operator sees an
issue, the KVM can access that server
or computer to resolve the issue.

Monitoring has become signifi-
cantly more complex. In production,
recording to a server requires the
server to be monitored the same as

48 broadcastengineering.com | May 2013
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the video. Playback means tracking
the rundown on the playlist. These
are all on server or computer screens.

Multiviewers allow edit and
graphic rooms to display on a single
screen a lot more things. Multiviewer
displays can monitor running pro-
cesses, without requiring multiple
computer screens or multiple win-
dows open on a craft production
machine. In an edit room, having
the audio meters displayed with
each source is helpful as well as the
under-monitor displays.

The traditional MCR requires
a variety of test monitoring tools.
With a multiviwer solution, when
problems occur, alerts and status
changes become flashing colors
on computer screens. Multiviewer
technology responds with changed
displays, calling the operator’s atten-
tion to the issue.

Using the power of multiviewers,
the MCR now more resembles an
NOC, displaying the screens of play-
out servers, traffic systems, Ethernet
network traffic, and other sys-
tems and channels. Multiviewers
become a multifaceted tool with
a considerable amount power
to meet both current and future
monitoring requirements. BE

Gary Oison is managing director,
GHO Group.
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PLAYIBOX

TECHMNOLOGY

From a Single Channel Playout Server
to a Multi Channel Turnkey Broadcast Centre

It's All in a PlayBox

- Single and Multi Channel Playout Automation with interactive CG and Graphics

« Traffic Management - Media Asset Management and Archive « Newsroom System
« Remote Redundant Playout « Ad Insertion and DPI . Time Shift

« IPTV and Internet TV Solutions

« Available in HD / SD and DVB (ASI/IP)
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