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R11

«30MHz - 2GHz wide band
receiver (Cellular Blocked)
«Built-in speaker for instant
audio demodulation
*LED frequency range indi-
cation display
*Reaction Tune with Scout
*Capture 5 watt UHF signal
from 500 feet
=1000 irequency lockout

$349 $299 $799 =

TA100S Antenna Included
TA100S Antenna Included

SCOUT

*10MHz - 1.4GHz
*Stores 400 frequencies in memory
*Reaction Tune the ICOM
R7000, R7100. R8500, R9000. R10,
AOR 8000, AOR 8200, and Opto R11
+10 digit LCD with signal strength bar-
graph
+Vibrator and beeper alert mode

XPLORER

*30MHz - 2GHz (Celluiar Blocked)
«Two fine LCD frequency display
*Decode CTCSS. DCS. and
DTMF
+500 memories
+1000 frequency lockout
«Built-in PC interface

«Capture 5 watt UHF signal from

800 feet

DB32 Antenna Sold Separately (529)

e Spotj; Special Prices are
“h 'gh for a Limited Jime Only!!

COUNTERS

Handheld frequency counters, all
incorporating patented Digital
Filter and Digital Auto Capture
All counters come with initial
accuracy of +- 1ppm. High
impedance amplifiers standard
on M1 and 3000APIus. Call for
additional features on all three
counters.

cue $149 .
M1 $1 99 $500nthe

A}

M1

Computer Not Ingloten - 3000A+ M1 & 3000A+
OPTOCOM 30004+ $299
«High speed triple zonversion GRE receiver «Store & Scan, download up to 28 different frequencies or one talk
«Track Motorola 4C0, 500, 800, and 90OMHz systems group ID for scanning without computer control Antennas Soid Separately
«Decode CTCSS, JCS, LTR, DTMF, and Motorola talk group iDs *Supplied with the all new Trakkstar software
»Scan trunked and conventional frequencies simultaneousty *Trunk Track LTR systems
«Reaction Tune with Scout Frequency Recorder *Scans conventional frequencies from 25-250, 760-823.995
«Software Controlled volume & squeich for remote control operation 849.005-868.995. 894.005-1300MHz (Ceilular frequencies blocked)
Micro
Counter

OPTOTRAKKER

«Decodes CTCSS, DCS, LTR,
Motorola Type t and II, and DTMF
*Scan multiple trunked systems
at the same time under computer
control
«All trunked frequency bands sup-
ported, including 400MHz,
500MHz, 800MHz and 900MHz
«Buiit-in Data Slicer Circuit only
*Pass through technology requires only *Supported by popular third
one com port party software

OPTOSCAN o &= | TECHTOYZ

Micro Test equipment in
pager style cases
featuring a 2000 char-
acter DTMF decoder,
a Frequency Counter
with three memory
hold, and an RF
Detector with setable
threshold atarm.

«Computer control scan-
ning interface board for
the popular RadioShack
Pro 2005/6 (OSLite)
and Pro 2035/42
(0S535).
«Decode CTCSS, DCS

! e and DTMF with OS535

MicroCounter $99

Includes SAVE
Purchase all
$299 Software $1 7 $24 three for MicroDTMF $99

Recervers supported under computer cortrol N $299 1
icom R7000. 7100, R8500, RI000 and R10, AOR ARBOCO, [T ) J $ 49
AR30004, ARS000, and Pro 2005/6 with OS456/0SLite, Pro 0S456Lite: 599 Save $48 MicroRF Detector

2035/42 with 08535 TMC100 Antenna Sold Separately ($9)

FACTORY DIRECT ORDER LINE 800-327-5912

Made in the AAITTN] TP/ IS ©

U.S Wi I i NI I
] ]

5821 N.E. 14th Avenue * Ft. Lauderdale. FL 4

WWW'OptoeleCt niCS'Com Telephon (‘)54);77_I Z(l'i(') Fax: (954)277 19205 h. il s@optoclectroni

Prices and Specifications are subject to change without notice or obligation

The OptoCom has not been approved by the Federal Communications Commission. device may not be sold or offered for sale untif the approvat of FCC has been obtained. Contact Optoelectronics for informat n avadability.
Optoelectronics, ScanStar, Motorola, EF Johnson LTR and Microsoft Windows are all registered trademarks. Scout. 3000A+. R11, Xplorer. MicroCouhter, M1, Cub are covered by U.S. Patent No. 5.471,402.
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By Larry Van Horn

Bleep, bleep, bleep ... bra-u-a-
apg ... tweedle-deedle-deee! It's
enough to scare off any beginner Lo

skortwave listening, but mest of

these noises are anything bhut
“spooky.” 1t's the sound of the ev-
eryday work world using the effi-
ciency of digital commumnications
L carry out its business,

What kind of business is trans-
acted on shortwave radio? What
kinds of digital modes are these?
Larry Wan Horn helps to demystify
many of the most common modes,
and suggests frequencies where you
can tune them in and say “Oh-h, so
that's what that sound is!™ Starts
page 8.

To represent our focus on
“spooks,” encryption, and other
weird and wonderful signals to be
found on your radio, our covar was
specially designed by Ron Brown
PhotoGraphics, copyright.

CONTENTS

The WYER SI00Y cevoneenesnessssssommsmnessssssssssssmssesensess 12

By Hans Johnson

The largest private shortwave station in the
United States, WYFR, is celebrating its 25th year
ofbroadcasting, but the station’s prior history goes
back several incarnations—as experimental sta-
tion WIXAL; World Radio University for the
Listener (WRUL), which was taken over by the
US government during WWII; and as commercial |
station WNYW.

Gryptography - Language of Spies ............cecoceeuenenee 18
By Dan Veeneman

Cryptography is the science of secure communications in the
presence of adversaries, and it can be as simple or as complicated
as you want to make it. The author walks you through a simple, but
very effective example. Encryption is also a very hot issue for
business, law enforcement, and Internet users, and Congress is in
the middle of the controversy.

Now it Can be Told - and Toured .............ccuueereervesuees 22
L

“Project Greek Island” is a relic of the Cold :
War — a giant complex hidden underneath the
five-star Greenbrier Resort and intended to house
the entire U.S. Congress in the event of a nuclear
war. Legislation is pending to turn it into a casino. |

By Jesse Finkelstein

Reviews:

The reviews you’ve been waiting for: Parnass credits the AOR
ARBS200 with flexibility, operational complexity, and richness of fea-
tures (p.87); Magne says the brand new Sangean ATS 404 is flexible to
tune and has a nice roster of features (p,88). Ham Bands columnist
Kerschner is smitten with the Kenwood VC-H1
slow scan TV—small, self-contained, and reason-
ably inexpensive (p.70). Elliott finds the Kenwood
FreeTalk FRS radios great for beginners (p.71).
® Donnell gives the Radio Max scanner control
software program asuccessful workout (p.85), and
i Catalano does the hardware connections to test the new,
external, PC-based WiNRADIO WR1500e (p.90).
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CALL FOR » Wideband, All . The Q7Aisa "Ew, GPSIIT
' nggE& Mode Receive Wudeb%nggRXMS’_({:anner. ¢ | Combines a Global
PRICING Capability From ?&;g%é”ugr) v;th Position Systems
100kHz to : tGPS) Receiver with
CTCSS and a Dualband :
1300 Mbz. Ham Radio All In Onel an Electronic Map. It
Communications - 1000 Memory | Communications |- Triple Corversion. Not Orly Shows You
Channets With Receiver - CTCSS Tone Scan. the Lay of Land But

Receiver For Computer
« Covers .01-1300MHz.

8-Character « Wideband, All Mode + 200 Memaries. Also Just Where You Stand.

. Alphanumeric " « Superior Audio.

Allflode WHEM, EM; Names. FISGCILE AT « 300Mw TX Power on 2M GPS"’ $369-95

AM, SSB. CW. to 2000 MHz. A

Many Cther and 70cm Ham Bands. UPS Included

+ Employs Band-Tracking = . * Many Features . Size: 2.3"W) x

RF Filters. ealures; Similar to IC-R10 3.75(H) ¥ 1.1"(D). GPS12..$149.95  Street Pilot...$549.95
+ Connects to Your PC 7 « AMEM/WEM $199.95 GPSI1 Plus...$249.95

Externally. CALL FOR PRICING! - MORE! UPS Included Call For Accessories

SONY

m Sony ICF-SCIPC Radio Frequency Scanner
_« Total Control of Scanning from PC or Scanner.

i Supplied CD-ROM Lists All Receivable Frequencies in
| the US.

- Scans All Frequencies Allowed by the FCC from 25MHz

& 10 1,300 MHz.
+ 300 Channel/AM/WFM/NFM ICF-SC1 UPS Included

(Not Computer Programmable, $2 1 9. 95
Call For More Info. No CD-Rom) BC9000XLT $379.95 uPsS :

$319.95 $259.95 BC3000XLT $356.95| . 1 qeq

UPS included
Yaesu/Vertex VXF-1 YAESU
ADVENTURER | FT-50RD | VX-1R |

AR8200
« .5 2040MHz "EW!

« AL, NFM, WFM,
SSB, Cw.
+ Alpha-Numeric.
+ Computer Programmable

Handheld
“TrunkTracker”

CALL FOR MORE
INFO & PRICING

RELM
__HS200

* 14 Channel Digital Coded Receive: 76-200MHz + 200 Channels,
FRS_Two-Way R§d|o. 300-540MHz World's Smallest 10 Banks.
* No License Required. 590-999MHz Dual-Band + 13 Bands From
+ Weather Resistant. cellular blocked Amateur Handheld 26-960MHz, includes
an * 500MwW Qutput Power/2 Mile Range. Transmit: 144-148MHz CB and Aircraft.
+ DCS Digital Coded Squelch. 430-450MHz . Wide-Band Receive From + PLUCTCSS and
+ ARTS - Auto Range Transpond « AM Aircraft Receive DPLACS
. mel 76-999MHz, CTCSS/DCS Included.
' System Alerts You When a Similarly - - Digital Coded Squelch A o 3
Programmed VXF-1 is Out of Range. + High Speed Scanning AR o $199.95
.~ Full Line of Accessories Available. + 112 Memory Channels o Sty [Plenyey Cilon UPS Included
each only or 2 for « Much, Much More! 1 Watt w/External Power
i $99 95 $189 95 «» Call For More Info
S UPS Included
Drake Shortwave Radios TEKK PRO-SPORT
RBA ... .....$999.95 + $14 UPS TF-461-FRS !4 Channels... Each $69.95
REE (new) $1159.95 + $14 UPS pairfors129.95 || SANGEAN GRUND'GJ
SWE.. .. .$779.95 + $10 UPS Cherokee CB Shortwave 1
SWe. $489.95 + $7 UPS CBS-1000 AM/SSB Base................. CALL

CBS-500 AMBase.............
CM-10 AM Mobile ... .

Yacht Boy 400PE

SWT.. .. .. . $19995+837 UPS

$2 39 « | UP Included

SONY AH-27 Walkie ...................
AH-100 AM/SSB Walkie .. i
ICF-2010 ... $349.95 + $7 UPS FR.465 Family Radio. Base/Mobile Scanner

+ 200 Channels, 10 Banks

546995+ 37UPS  CALL FOR ALL CB Eé)unlaMENT
+ 12 Bands From 29-960MHz

$169.95+ $6UPS 11 400 " e
CF.SW1000TS iigg'gg . :3 ng - JCRLTIN Ay R Shernars E"‘El:fg#(cj:'g% eduu;lFr’)L/DCS
| - . .95 + ) L ! an

ICF SW100S ...............$369.95 + $7 UPS $199 00 + Alphanumeric Display

ICF SW55. ... . ... $349 95 + $7 UPS Northstar.. . ... . . .:: J UPS lncludea - Fast Scan (100 Ch. Per second)

ICF 7600G...........
ICF-7600GS .

sz o Gérhed s | 'ew,gtdn,' CT 06111 =
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By Fred Maia, W5YI
fmaia@internetMCl.com

In the Data Stream

* A message encoded by the U.S.
Government’s 56-bit data encryption stan-
dard has been broken in acomputer industry
contest in less than three days. A custom-built
computer tested 88 billion different combina-
tions each second for 56 hours until it found
the correct one. Previous contests enlisted
computers linked together through the Internet,
but took weeks or even months to complete.
Three days is a new record.

The contest was intended to alert the gov-
ernment that the once-thought-secure stan-
dard is in jeopardy of being deciphered by
enemy governments at whim.

The answer, say computer experts: “It’s
time for those 128-, 192- and 256-bit keys.”

¢ Spread Spectrum (SS) is a technique
whereby microscopic bits of the transmitted
radio signal are distributed over a wide seg-
ment of spectrum and reassembled according
to a formula. The signal power density is
typically very low and the duration of a trans-
mission on any frequency in the segment of
the spectrum can be but a fraction of a second.
The big advantage of SS systems is that they
can share spectrum despite a number of sta-
tions already occupying the band. Spread Spec-
trum was originally developed for the U.S.
military as a way of transmitting undetectable
communications under the noise level.

The FCC said they were working on a
Notice of Proposed Rulemaking to eliminate
rules that restrict amateur stations to transmit-
ting only frequency hopping and direct se-
quencing spreading techniques. Adoption is
anticipated.

* FBIsaysit muststay current with evolv-
ing technology. The Justice Dept. has asked
Congress to addlanguage to an appropriations
bill that would provide police with the precise
location of cellular telephone users.

The surveillance information would be pro-
vided without a court order when there is
suspicion of a felony, pursuit of a fugitive or
where human safety is in jeopardy.

A triangulation scheme currently being
deployed by 911 emergency centers is used to
pinpoint users by measuring variances in sig-
nal strength. Civil-liberties advocates are call-

4 MONITORING TIMES ~ October 1998

ing it a dangerous and unconstitutional inva-
sion of privacy.

* The FCC has entered into an agreement
with APCO which looks toward resolving
interference complaints plaguing police and
public safety radio. APCO is the Association
of Public Safety Communications Officials.

Under the agreement, APCO will follow
an FCC technical and administrative standard
to collect all information relevant to process a
compliance or interference matter.

Thisis the second such FCC/industry agree-
ment that the Commission has entered into. A
similar Memorandum of Understanding
(MOU) was recently signed with the Indus-
trial Telecommunications Association, Inc.,
covering interference to business band users
caused by non-compliant and/or unlicensed
operators.

* On July 29th, the FCC approved the use
of stratospheric platforms as telecommuni-
cations stations. They will operate in the 47.2-
48.2 GHz band which the FCC will auction.
COMSAT has been awarded the contract to
provide the proprietary high-speed Internet
and data system aboard the Sky Station.

The Sky Station system is a network of
lighter-than-air platforms (each about the size
of a football field) which are held in a geosta-
tionary position about 70,000 feet above the
Earth. Itis basically a repeater aboard a zero-
pressure balloon hovering over major metro-
politan areas. Ultimately at least 250 Sky
Station platforms will be deployed worldwide
over large cities.

Each 1,000 kilometer footprint is expected
to provide service within three years to mil-
lions of subscribers. Internet speeds are
planned to be 2 Mbps (uplink) and 10 Mbps
(downlink) — more than 300 times faster than
most of today’s dial-up modems.

The ITU last year designated 600 MHz of
spectrum worldwide for use by high altitude
Stratospheric Telecommunications System
(STS) platforms.

* The FCC has adopted rules that protect

Vehicle Radar Collision Avoidance Sys-
tems from interference by amateur stations in

wwWw americanradiohistorv com

the 76-77 GHz band. Amateur operation is
being suspended — at least temporarily — in
this portion of the 4-millimeter band.

To offset any potential impact on amateur
service operations resulting from this suspen-
sion, the FCC has amended its rules to estab-
lish a co-primary allocation in the 77.5-78
GHz band for the Amateur and Amateur-
Satellite Services.

The Commission stated its intention to
revisit the issue of whether the 76-77 GHz
band can be shared with amateur stations or
other users within five years and that if it were
to become apparent that particular types of
radio services or devices will not interfere
with vehicle radar systems or if adequate
sharing criteria can be established, the restric-
tion could be lifted.

* The future of the multi billion-dollar
502-ton International Space Station (ISS)
isindoubt. The five-year construction project
is off to a bad start and Congress wants some
answers. While sixteen countries are involved,
the primary contractors are the United States
and Russia. It will take some 45 American
shuttle flights and 15 Russian rocket launches
to build the ISS.

The first two 1SS modules, the Functional
Cargo Block and the Unity Node made by the
United States are now due to be launched in
November with the third element due for lift-
off in April. But completion of the critical
Russian-funded and constructed Service Mod-
ule is way behind schedule due to chronic
financing problems.

The Russian Space Agency needs $100
million now, but the Russian government has
yet to provide the money. To bail Russia out,
NASA wants to “borrow” money from its
fiscal 1999 appropriations to “lend” to Russia
to get the project back on track. NASA also
has plans on the back burner to make a $170
million substitute model called the Interim
Control Module if Russia reneges.

Space station critics want to kill the project
entirely. Meanwhile, the end is near for the
troubled 12-year old Russian Mir space sta-
tion. It will be retired — ditched in the ocean
— in June 1999, six months earlier than ex-
pected.
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BACK BY POPULAR DEMAND
— AND IT'S FREE

The Grove Buyer’s Guide has always been eagerly sought by D RAKE swa

scanner and shortwave listeners alike. Formerly sewnifitor
Monitoring Times, the Guide is now 32 pages, and available by _ o
quarterly mailings. Filled with bargains, best buys, and recom- Eiﬁ,‘g?;:ﬂﬁ?
mendations, it’s now reagy for your fall listening and the gift giving proaltibandceivey
from R.L. Drake—with

improved sensitivity,
selectivity, and noise reduction—is an excellent
value for all-around DXing.

season!

Whether your listening interests arejin scanning or shortwave,
the best equipment and thé best buys are gt your fingertips. Grove’s
friendly, competent service personnel are legend. If you need

Frequency Range: 100 kliz-30 Miz, 87-108, 118-137 Mtz
Keypad Entry: Yes, plus tuning dial

Tuning Steps: 50 kHz FM; 100 Hz AM

Display: Bucklit LCD

Dlmmer On/off

guidance in making the proper selection; just ask our technical
support division. These trained personnel are active listene$? as
well, using equipment featured in the Grove Buyer’s Guide. They

speak with authority.

The Popular Sony ICF-20-

This full-featured radio for the serious shorwave listener enjoys a
reputation of distinction among the “powerful portables.” Synchronous
detection allows interference-free reception on mauny stations difficult to
hear on other radios.

ersion Scheme: Double up-conversion

itivity (Typical): 0.5 uv

Selectable Atten.: Yes

IF Selectivity (-6/-60dB): (-6/-50dB): AM
Narrow 4/6 kHz, S8B 2.3/4.5 kllz

Antenna Connector: $0239, Push terminals,
Integral whip

Dimensions (W'xH"xD"): 11.5x5.25x13

Power Requirement(s): 6-9 VDC/6 cells

Accessories Incl.: Telescopic whip/AC adaptor/
marnual

ACCESSORIES
ANT 3 Grove Mini-Skywire $ 2995
ANT 21 Select-A-Tenna $ 59.95

ANT 32  KIWA Pocket-Loop Antenna $119.95
ORDER RCV 2 only S34‘995 SPK 13 SP-200B Sound Enhancer $199.95

ACCESSORIES
ANT 2 Grove Skywire $ 39.95
ANT 24 Stoner-Dymek SW/LW Active Antenna $179.95
CAS 10 Carrying Case $ 4995
SPK 13 SP-200B Sound Enhancer $199.95

Frequency Range: 150 kiiz-30 MHz 76-108, 116-136  Audio Output (Typical): 380 mW S 95
Mz Signal Strength Ind.: LED bargraph ORDER RCV 19 only 779

Keypad Entry: Yes, plus tuning dial Conversion Scheme: Double up-conversion

Tuning Steps: 100 Hz/1 kHz Antenna Connector: 1/8” miniplug

Display: Backlit LCD Dimensions (W"xH"xD"): 11.37x6.25x2.10

Dimmer: On/off Power Requirement(s): 120VAC or 3D/2AA cells

Receiving Modes: AM, USB, 188, WFM, synch. det Accessories Incl.: Earphone/AC adaptor/wire I“\

Memory: 32 channels antenna/telescopic antenna/strap/external antenna

Clock: 12/24 hr./alarnvsleep adaptor/SW Guidebook

GROVE ENTERPRISES, INC.
1-800-438-8155 US and Canada
828-837-9200

Current subscribers and Grove mailing recipients

will receive their copies automatically. FAX 828-837-2216
7540 Highway 64 West
Others please call toll-free now! Brasstown, NC 28902-0098

e-mail: order@grove.net

Visit our award-winning Web site www.grove-ent.com
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Monitoring Times and
Satellite Times to Merge

Satellite Times. our sister magazine,
was intended to address space communi-
cations, the emerging frontier. It was an
outstanding vehicle for unique, high-qual-
ity articles on space-related stories from
spy satellites to the space shuttle to as-
tronomy.

Unfortunately, its sphere of influence
was more limited than we expected. and
subscriptions never met the level required
to sustain it. With an impending cost in-
crease in paper and postage, we were forced
to terminate the project. As Bob Grove. the
publisher, paraphrased an old joke wryly.
“The operation was a success, but the pa-
tient died!”

We did attempt to find an interested
party to maintain the magazine’s momen-
tum, but the businesses we contacted had
their own pressures and deadlines.

In the end, the “Monitoring Times”
style of magazine that treats technical top-
ics in a readable, straightforward manner
seems to remain our own, unique vision,
and it is a logical solution for the maga-
zines to join forces.

Next month you will begin to see the
results of this merger as we add more pages
and widen the coverage of MT s already
broad spectrum. We welcome Satellite
Times readers to the “new” Monitoring
Times. We invite all our readers to bask in
the wealth of information now available to
you in our pages, support our new advertis-
ers, and to contact us about additional
topics you’d like to see in coming months.
And if you have questions about any of
these areas of communications, please feel
free to write to our editors for clarifica-
tions.

“MTis an education,” one reader wrote
recently — but we hope you’ll agree that
it’s also a heck of a lot of fun!

What Privacy?

We’ve received numerous clippings from
newspapers and magazines that refute the no-
tion that our lives are private. OQur e-mail, com-
puters, phones, bathrooms. dressing rooms, and
even the company water cooler may be bugged,
videotaped, viewed or tape recorded. Computer
files and e-mail you thought you deleted can be
recreated. And we all know about the vulner-
ability of cordless and cellular phones.

As surveillance equipment gets smaller and
more affordable (and our society gets more
litigious?) more and more ordinary people are
spying on each other. We have met Big Brother
... and he is us!
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October 2-4: Hamilton, ON

The Ontario DX Association invites radio
enthusiasts of all interests and all levels to
RadioFest 98, themed “Communications Into
Our Future.” Special guests will include Larry
Magne, John Figliozzi, Kim Andrew Elliott
and Bruce Elving. Location: Mohawk Col-
lege. Exhibits, used equipment, seminars,
Sat. banquet (keynote speaker, Larry Magne),
Sun. breakfast (speaker, Dr. Elving). $15 for
the entire convention, $5 for one-day atten-
dance. Talk-in 442.800+. For further infor-
mation: www.durhamradio.ca/odxa/ E-
mail: 70400.2660@ compuserve.com; Ontario
DX Association, P.O. Box 161, Station A,
Willowdale, Ontario M2N 588, Canada

October 4: Queens, NY

Hall of Science ARC hamfest at the NY Hall
of Science parking lot, Flushing Meadow
CoronaPark, 47-01 11 1thSt. Talk-in 444.200
PL 136.5. Admission by donation, 9 am. Info
(evenings) Stephen Greenbaum WB2KDG
(718) 898-5599, WB2KDG @ bigfoot.com

October 11: Wallingford, CT

6th Annual Nutmeg Hamfest (CT state con-
vention) is being held at Mountainside, a
fantastic new special event facility located on
High Hill Road 2 miles from Exit 15 off I-95.
General admission $6. VE testing (preregis-
ter with Joel Curneal (203) 235-6932) For
other information contact Gordon Barker-
KI1BIY, 9 Edge Wood Rd, Portland, CT
06480, (860) 342-3258 or www.qsl.net/
nutmeghamfest, nutmeghamfest@gqsl.net

Hackers, Hackers Everywhere

Every year there are about 250,000 attempts
to hack past the Pentagon’s sccurity, according
to congressional researchers. This past year an
organized effort successtully accessed unclas-
sified Pentagon payroll and personnel data. It
was thought to be the work of youthful hackers:
“Hacking today is a recognized sport,” said
Strassmann, the Pentagon’s former information
technology chief.

Pagers have been a tavorite target of hackers
of another kind. White House pagers have not
only been intercepted in Washington, D.C., but
so apparently were pager messages from law
enforcement agencies protecting the President
when he visited Dallas this past summer, ac-
cording to an WFAA-TV report.

The hacker who contacted WFAA said he
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October 18: Sellersville, PA

RH Hill ARC is sponsoring a hamfest at the
rebuilt Sellersville Fire House, Rt 152, 5 mi.
S of Quakertown, 8 mi. N of Montgomeryville.
Talk-in 145.31. VE testing 10-1, bring docu-
ments. Admission $5. Info: Linda Erdman
KA3TIZ (215) 679-5764. 2220 Hill Rd,
Perkiomenville, PA 18074, www.rfhill.am

pr.org

Canceled: The Palm Beach County. FL
Hamfest scheduled for October 17 and 18,
1998. has been cancelled due to contract
problems with the South Florida Fairgrounds
Expo Center. The search is underway for a
new location for the 1999 Hamfest.

CLUB NEWS:

New Club - Inland NorthWest Radio Ac-
tivity Network is a monitoring group with an
interest in most communications systems in
the WA, ID, OR area. There is no cost; all you
need is an E-mail box and to be a resident of
one of the three states listed. Send your en-
quiry to i.n.w.r.an@juno.com

Triangle Area Scanner/SW Listening
Group: Meets the third Monday of each
month at the El Rodeo restaurant on Pleasant
Valley Road (otf Glenwood Ave. inRaleigh).
Meal at 6:30 and meeting starts 7:30. Monday
nightnet is temporarily suspended until 1 46.64
repeater is back in service. There are no dues
or fees for participating in the Triangle Scan-
ner/SWL SIG. Info: e-mail Bob Zeher
(kedjvy@juno.com) or Kelly Mills
(aedfg @juno.com)

wanted to expose security flaws to force compa-
nies to better protect data and privacy. PageNet
said new security measures would be in place by
the end of this year.

Security against hackers was of very high
concern during the President’s recent testimony
to the Grand Jury, according to a CNN story.
Even though no part of the signal was transmit-
ted by wireless means. the picture being shown
the jury could be vulnerable unless shielded.
Radiation from a TV or monitor screen is vul-
nerable to the “Tempest receiver,” which canbe
boughtorbuilt using information ott the Internet.

Then there are the hackers that boasted to a
Senate committee that they could cripple the
Internet in a half-hour. In the opinion of Senator
John Glenn. “In some ways it’s a whole new
way of making warfare. I don’t think that over-
states it one bit.”


www.americanradiohistory.com

Hadking with the NSA

Under an agreement on shared security
interests, Britain’s Menwith Hill serves as a
remote monitoring post for the NSA.

In June of 1997 the National Security Agency
(NSA) demonstrated that they could hack into
the Pacific Command’s battle-managementcom-
puters and U.S. power grids. Now the National
Aerconautics and Space Administration (NASA)
has asked the NSA to try to penetrate its net-
works to expose vulnerabilities.

The study breaks new ground for the NSA,
since it is barred from participating in domestic
activities unless invited. John Pike of the Fed-
eration of American Scientists said, “This is the
nextbigstepinNSA’s expanding role in domes-
tic information security ... There are concerns
about the potential for abuse of this type of
activity.”

The NSA’s usual activity is global snooping.
According to a European Commission report
quoted by The Weekly Telegraph, “Within Eu-
rope all e-mail, telephone and fax communica-
tions are routinely intercepted by the United
States National Security Agency...”

The report, entitled Assessing the Technolo-
gies of Political Control, was the first solid
confirmation of a satellite network dubbed Ech-
elon. “The Echelon system works by indis-
criminately intercepting very large quantities of
communications and then siphoning out what is
valuable using artificial intelligence aids ... to
find key words.”

The report recommends: “The European
Parliament should reject proposals from the
United States for making private messages via
the global communications network (Internet)
accessible to US intelligence agencies.”

Wanting it Both Ways

Reliable security and limited access may be
mutually exclusive. A US governmental panel
tasked with designing a federal computer sys-
temthat would include “backdoors” was unable
to do so by the two-year deadline. The group
(which referred to itself as “Bob” instead of
TACDFIPSFKMI) said it “encountered some
significant technical problems that, without reso-
lution, prevent the development of a useful
FIPS” (Federal Information Processing Stan-
dard).

COMMUNICATIONS

Bruce Schneier, acryptographer and critic of
the government’s insistence on access to en-
cryption, said the panel failed because of the
impossibility of meeting the needs of both law
enforcers and industry, according to a Reuters
report.

The battle is shaping up with law enforce-
ment agencies (who fear strong encryption will
be used for criminal purposes) insisting on gain-
ing access, being pitted against industry groups,
Internet users, and Congressional leaders push-
ing for strong privacy protection.

According to the Reuters article by Aaron
Pressman, foreign governments are also con-
cerned that the policy will enable U.S. govern-
ment agencies to read their e-mail. ... (Guess
what? Looks like they already do!)

For more discussion on all these issues and
proposed legislation, visit the Center for De-
mocracy and Technology website at
www.cdt.org/crypto

Felons tracked by satellite

Global Positioning Satellites have anew use.
They can enable corrections officers to track
violent felons or sex offenders within five feet
of their location. Wesley Wayne Miller was
convicted of a particularly gruesome murder of
a high-school classmate. Now, after sixteen
years in prison he’s occasionally allowed to
leave his cell in Tarrant County, Texas, but he
wears an electronic monitor on one ankle and a
satellite tracking device on the other.

Ohio has also joined Texas, Nebraska, and
New Jersey in trying this system which is also
being used to keep tabs on suspects awaiting
trial and those serving sentences outside of
prison. The system requires the wearer to re-
main within a few feet of a transceiver pack.
Ohio says the cost of tracking via satellite is less
expensive than the $40-70 per day cost of a day
in jail.

Tracking Tripp

MonicaLewinsky’s friend, Linda Tripp, was

the hottest story in Washington for a time, and
every reporter wanted to get to her. In a phone
interview with the Kansas City Star, Tripp’s
lawyer Jim Moody claimed that a tracking chip
was found in a bouquet of flowers intended for
her. “I think it was just a reporter trying to find
out where Linda was hiding,” he said.

Moady said he decided to have some fun by
tossing the chip into a luggage rack on a train
bound for Florida.

Neighborhood Tormenter
Sentenced

In VirginiaBeach, Virginia. John A. Halstead,
Jr, was convicted of 21 offenses and sentenced
to 40 months in jail for invading the private
phones and lives of his neighbors.

Using a scanner, Halstead intercepted cellu-
lar and cordless phone calls, deciphered their
touch tone security codes, and mapped out the
neighborhood. For two years he controlled the
telephones and answering machines and dis-
rupted the lives of the neighborhood with
harrassing, sometimes pornographic, and some-
times threatening messages and constantly ring-
ing phones. He gained such expertise that, had
he not bragged about his exploits, he might
never have been caught, according to the pros-
ecutor.

It was a situation that had no sentencing
guidelines, said Circuit Judge Frederick Lowe.
A psychologist testified that Halstead (who in
the final months before he was caught rarely left
his bedroom) suffered from a schizoid-type
personality disorder.

“Communications” is compiled and ed-
ited by Rachel Baughn, with help from these
fine folks who sent in clippings from their world
of radio: Anonymous, NY; Bill from Kent; Harry
Baughn, NC: Graeme Browning, CDT: E.
Hochstatter, WA:; Maryanne Kehoe, GA: Gerald
Kercher, CT; Kevin Klemn, WI; Michael Lenane,
FL: Larry Magne, PA; Doug Robertson. CA; Ed
Savage, AR; Ed Schwartz, IL; Bob Scott, VA;
Richard Sklar, WA ; Gayle and Larry Van Horn, NC.

Rave Review
Fop Comm
April "96

COD's OK. Calil residents add lax. Sofry, no credit cards. Free catalog USA only, other countries $5

SEE US ON THE WEB!
www.vikingint.com

o Heavy duty commercial recorder -
NOT improvised from consumer modzls

¢ 12, 14, and 16 hour models also available

BATTLEBHIP”
SPECIAL

includes UPS to 48 States

150 Executive Park Blvd. #4600 San Francisco, CA 94134

Factory Direct Phone: (415) 468-2066 - Fax: (415) 468-2067 "Since 1971"
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Unlocking the

|.\__ g

Short

hink back to the first time you ever

sat down in front of a shortwave

radio. As you turned that radio dial
for the first time, a plethora of non-verbal radio
signals could be heard coming from the speaker.
In fact, the one thing that impresses and scares
most newcomers is the large variety of whistles,
tones, grunts, squeals and other audio radiating
from your shortwave radio speaker. While these
noises can confound and confuse the new-
comer, they also add a certain amount of mys-
tery and intrigue to spanning the world via
shortwave radio.

Where do these signals come from and what
are all those weird noises that you hear on your
shortwave radio? It’s time to unlock some of
the mystery signals on shortwave radio.

A WORLD FULL OF DIGITAL SIGNALS

Although there’s plenty on shortwave to
keep us guessing, most of the mystery signals
that a newcomer encounters on shortwave are
very easy to explain. They are nothing more
than digital transmission modes. These digital
modes carry text and graphic information, and
if you have a suitable decoder and receiver, you
can usually read or see the information being
transmitted. So let’s take a quick tour of some
of the easier to hear signal types and take some
of the mystery out of listening to shortwave.

Beginner’s Hint: When tuning the short-
wave bands for digital signals be sure to select
the BFO (beat frequency oscillator) sideband or
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By Larry Van Horn
MT Staff Writer

upper/lower sideband mode on your receiver. |
normally tune around the shortwave spectrum
in the upper sideband mode to look for both
voice and data signals.

There are certain types of signals that you
will never decode because they are being sent
by the U.S. military and are encrypted (or
coded). These are usually radio teletype
(RTTY) which are being sent at 75 words per
minute (wpm) with 850 Hertz (Hz) shift. Tune
around 12700 kHz during daylight hours and
4280 kHz during the overnight hours for ex-
amples of this sort of transmission.

If you are looking for some U.S. military
RTTY transmissionsin the clear (unencrypted),
try tuning in 3228 or 5904 kHz during evening
hours in North America for the U.S. Air Force

GOES WEFAX image courtesy of OFS
Weatherfax
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Air Weather Service broadcasts from Offutt
Air Force Base (AFB). You can also hear other
RTTY AWS broadcasts from U.S. Navy trans-
mitters in Key West, Florida, on 7784, 9830,
11118, 12835 and 19359 kHz.

Another common signal the listener will
encounter is the facsimile (fax) broadcast. Most
people are familiar with the office fax machine,
and the shortwave version of this type of trans-
mission does pretty much the same thing. Fax
broadcasts on shortwave are used primarily to
send weather charts and satellite photographs.

The easiest fax signal to hear on shortwave
is broadcast from the U.S. Navy station in
Norfolk, Virginia (NAM). Look for their 120
revolutions per minute (rpm) signal (standard
based on the drum rotation speed of older
mechanical fax machines)on 3357.8080, 10865,
15959 and 20015 kHz.

Another digital mode that is still used in the
shortwave spectrum is Morse code. Yes, Bunky,
1 said Morse code! Morse code is the simplest
of digital modes, since it is nothing more than
on/off keying of the transmitter used in various
sequences to form letters, numbers and punc-
tuation. Morse code or continuous wave (CW)
transmissions can be found throughout the short-
wave spectrum, but they will be especially
concentrated in the lower portions of the high
frequency (HF) amateur radio bands. Check
out the following frequency ranges for CW
signals: 3500-3750, 7000-7150, 10100-10150,
14000-14150, 18068-18110, 21000-21200,
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24890-24930, and 28000-28300 kHz.
Computer enthusiasts are familiar with the
term ASCII (American Standard Code for
Informiation Interchange) and this mode is
used in the HF world primarily on amateur
radio frequencies. One consistent ASCII broad-
caster is the American Radio Relay League
(ARRL) in Newington, Connecticut. The offi-
cial League station WIAW sends teleprinter
bulletins several times a day on 3625, 7095,
14095,18102.5,21095, and 28095 kHz. WIAW
bulletins are sent at45.45-baud RTTY (Baudot)
and 100-baud AMTOR, 110-baud FEC Mode
B, and ASCII. The ASCII broadcasts are sent
only as time allows. You can get a complete
schedule in the latest issue of QST magazine or
at the League website: http://www.arrl.org.

Amateur radio
operators practice
packet comms
during Field Day
in Carey, NC.

§ (Photo by Harry
Baughn)

Another mode widely used by amateurs and
some ather utility stations is packet (Ax25). If
you want a taste of what packet signals sound
like, tone through the following frequency
ranges: 3620-3635, 7100-7105, 10140-10150,
141005-14112, 18015-18110, 21090-21100,
24925-24930 and 28120-28189 kHz.

Amateur operators also transmit a form of
televisionsignals called Slow Scan TV (SSTV)
on shottwave frequencies. If you want to hear
what those signals sound like, tune your re-
ceivertothe following frequencies: 3845,7171,
14230, 21340 and 28680 kHz.

ERROR CORRECTION MODES

SITOR-A, also known as ARQ, TOR/ARQ
or AMTOR-A, is acommon synchronous trans-
mission and automatic repetition digital mode
used by amateurs, marine services and some
diplomatic agencies. You can find a large con-
centration of SITOR-A or SITOR-B (see be-
low) signals in the narrowband direct printing
marine sub-bands. Search the following fre-
quency ranges with your receiver and decoder
for coastal stations using the SITOR modes:
4210.5-4219, 6314.5-6330, 8416.5-8436,
12579.5-12656.5, 16807-16902.5, 19681-
19703, 22376.5-22443.5 and 26101-26120.5
kHz.

SITOR-B, also called FEC, TOR/FEC,
AMTOR-B and NAVTEX, is primarily used
for one-way broadcast information transmis-

sions such as marine traffic lists, weather, and
navigation bulletins. A great frequency to test
your SITOR-B tuning ability is the worldwide
NAVTEX (navigational and meteorological
warnings and urgent information for ships)
frequency of 518 kHz, right below the AM
broadcast band. Another NAVTEX frequency
to monitor using the SITOR-B mode is 4209.5
kHz.

You will also find SITOR-B activity on the
following frequencies:

Distress and Safety: 2174.5, 4177.5,
6268, 8376.5, 12520 and 16695 kHz
Marine Satery Information; 4210, 6314,
8465, 12579, 16806.5, 19680.5, 22376
and 26100.5 kHz

Digital Selective Calling (DSC) is a varia-
tion of the SITOR-B mode, but it uses a special
set of 127 symbols in addition to a 10-bit error
correction code. DSC signals are short, usually
lasting about 6-7 seconds. This system is used
to establish initial contact between ships and
shore stations. These DSC transmission are
part of a bigger system known as the global
maritime distress and safety system (GMDSS).
For more information on GMDSS, see the story
Safety at Sea Goes Hi-Techby Jon Van Allenin
the August 1995 issue of Monitoring Times.

The following frequencies utilize the
GMDSS/DSC mode:

Coast/Intership: 2177 kHz

Distress and Safety: 2187.5, 4207.5,
6312, 8414.5, 12577 and 16804.5 kHz
Ship Stations: 2189.5, 4208-4209,
6312.5-6313.5, 8415-8416, 12577.5-
12578.5, 16805-16806, 18898.5-
18899.5,22374.5-22375.5 and 25208.5-
25209.5

Coastal Statjons; 4219.5-4220.5, 6331-
6332, 8436.5-8437.5, 12657-12658,
16903-16904, 19703.5-19704.5,22444-
22445 and 26121-26122 kHz

HF-VHF-UHF Receiver Multicouplers & Preamplifiers

| Are you using several HF radios or VHE/UHF scanners at your monitoring site??
....consider including a multicoupler or a preamplifier to your system.

PACTOR is a system designed to use the
burst capability of packet with the error correc-
tion techniques of SITOR. This mode is used by
amateur radio and military affiliate radio ser-
vice (MARS) operations, government agen-
cies, and agencies such as the United Nations
and the International Red Cross.

If you want to hear what AMTOR and
PACTOR modes sound like, try tuning in the
U.S. Navy MARS International Digital Net-
work (IDN). You will hear quite a bit of activity
on the frequencies noted in table one.

r p
Eartl Monitor#

The Kiwa Earth Monitor is an
ELF-Extremely Low Frequency
receiver for listening to the
natural radio signals from
planet Earth. Hear whistlers,
tweeks, the dawn chorus with
this sensitive receiver. Tuning
range is from 50 Hz to 15 kHz.
Features include a remote field
probe antenna, noise filter and
variable bandpass filter.

Kiwa Electronics
612 South 14th Ave., Yakima WA 98902

& 509-453-5492 or 1-800-398-1146 (orders)
[:i kiwa@wolfenet .com (Internet/catalog)

http:/ /www.kiwa.com
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._E" 1-Year: $40.95 ($57.95 by 1st Class)
¥'6-Month Trial - $20.95. Foreign - Write.
A.R.C., P.O. Box 802-P13, Carlisle, MA 01741
Phone: (978) 371-0512; Fax: (978) 371-7129
Web: www.antiqueradio.com

SWL/Scanning - Radio Surveillance - News Rooms

Both our Passive and Actlve Multicouplers are commercial grade specially designed for demand-

ing monitoring applications with multiple radios. Our 2 and 4 port couplers are 50 ohms units with

better than 24 dB of port-to-port Isolation. Active couplers features wide-band Low-Noise distribu-
| tion amplifiers with High-Pass/Low-Pass filtered inputs, BNC connectors standard.

Price range: $70 to $150 depending on model
Give us a call for data sheet, application and ordering information.
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November 19, 1997 — Anytime,
Anywhere. USS George Washington
(CVN73) is enroute to the Arabian Gulf
in response to rising tensions between
the United Nations and Iraq. (U.S. Navy
photo by Photographer’s Mate Second
Class Robert Catalano)

CIVILIAN AIRCRAFT BAND DIGITAL
SIGNALS

Aircraft band scanner enthusiasts are famil-
iar with the term ACARS (Aircraft Communi-
cation and Reporting System), but recently
ACARS testing has been conducted in the HF
spectrum. ACARS relays Aircraft Operational
Control (AOC), Airline Administrative Con-
trol (AAC), and Air Traffic Control (ATC)
messages between ground-based organizations
and the aircraft cockpit.

In addition to the VHF (118-136 MHZ)
ACARS frequencies which scanner enthusi-
asts are familiar with, ACARS coverage is also
available worldwide through ARINC’s
GLOBALink satellite service (Inmarsat) and
GLOBALIink/HF service. It is expected that
GLOBALIink/HF service will have worldwide
coverage by end of 1998. The primary fre-
quency being reported with HF ACARS mes-
saging (or HF Datalink) is 13340 kHz.

If you tune around the civilian HF aircraft
frequencies. you might occasionally hear
ground stations sending tones to various air-
craftand receiving the answerback using voice
communications. Due to the background noise

Table One: U.5. Navy MARS International Digital Network

% 5 %

level experienced on HF radio frequencies, air
crews usually prefer to turn down the audio
level of their HF receiver until alerted via
selective calling (SELCAL) of a message spe-
cifically intended for their aircraft.

When an aeronautical ground station wishes
tocommunicate with an aircraft, they enter into
a SELCAL encoder the 4-letter code of that
aircraft, and transmit that code over the as-
signed HF radio channel. All aircraft monitor-
ing that channel receive the SELCAL broad-
cast, butonly those thathave been programmed
with that 4-letter code will respond by sounding
a chime or otherwise alerting the crew. The
crew will then set their volume control higherto
listen to the voice traffic from the ground sta-
tion.

Each code comprises two pairs of tones, the
first pair being transmitted for approximately 1
second, and the second pair being transmitted
for the same duration following a 0.2 second
pause. The individual tone frequencies are
known by a letter designator A through M, plus
P,Q,Rand S, but notincluding the letter 1. This
allows for a total of 10,920 SELCAL codes.

Atypical SELCALcodeis “AB-CD,” which
indicates that the frequencies designated by

Digital systems enable aircraft to leave
routine reporting and messaging tasks
to be done automatically without tying
up valuable air time.
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US Army
MARS station
manager Sgt
John Norton
erects a
“sleeping Vee”
antenna at
Camp Freedom
in Kuwait City,
as the oil fires
burn behind
him.

letters “A” and “B” would be sent simulta-
neously for 1 second, followed - after a pause of
0.2 seconds - by the simultaneous 1 second
transmission of tones “C” and “D.” Duplicate
letters (tones) are not permitted in either pair,
since simultaneous transmission of two tones of
the same frequency would not be distinguish-
able by the aircraft’s SELCAL decoder from
any other combination of tones containing that
frequency. Also, the same tone is not permitted
to be used in both the first and second pair.

A comprehensive SELCAL database can be
found on the Irish Aviation Internet website at:
http://ireland.iol.ie/~markzee/selcaldb.htm

You can tune through the following fre-
quency ranges for civilian aircraft communica-
tions:

2850-3025,3400-3500,4650-4700, 5480-5680,
6525-6683, 8815-8960, 10005-10100, 11270-
11400, 13260-13360, 17900-17970, 21870-
22000, and 23200-23350 kHz.

TWO GREAT RESOURCES

Unfortunately, space doesn’t permit us to
include more of the mysterious and digital sig-
nals that can be heard on shortwave. But there
are a couple of excellent sources of information
if you want to continue exploring the HF spec-
trum. If you have the Internet, be sure to stop by
the Worldwide Utility News website maintained
by Jason Berri at http://www.gem.net/~berri/
wun/. Here you will find an excellent resource
called the Digital Signals FAQ written by Stan
Scalsky and Mike Chace. This FAQisagoldmine
of information on digital signal types found in
the radio spectrum.

An excellent frequency guide that ought to
be on your reference shelf is the Klingenfuss
1998 Guide to Utility Radio Stations (available
from Grove). This by-frequency reference will

~ help the monitor identify a wide variety of

digital signals and reduce the amount of un-
known signals that the radio monitor has to
contend with.

So, fire up that shortwave radio and give the
dial a spin. It’s time to take some of the mystery
out of shortwave radio listening.
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The an‘enna farm at Scitizate is now all new homes.

he American shortwave scene is no

stranger to excitement. Stations come

and go; some are beset by controversy,
while others struggle simply to stay on the air.
The largest private shortwave station in the
United States, WYFR, stays out of the lime-
light and quietly and effectively carries outits
work. 1998 is a special year for this station as
they celebrate their 25th year of broadcasting
Christian programs on shorwave.

One cannot tell the story of Your Family
Radio (YFR) without discussing the history
of the station’s original transmitter site in
Scituate, Massachusetts. The site’s pre-W YFR
history spans half a century and some pretty
interesting things happened along the way.
Understanding this history is also the key to
understanding WYFR’s management and sub-
sequent closure of Scituate.

In Service of its Country

In the Depression year of 1936, WIXAL
moved from Boston to Scituate. Like the other
30 some odd shortwave stations in the United
States, the station was experimental and non-
commercial. In 1939, the experimental desig-
nation ended for all stations. Run by the Uni-
versity Club of Boston, the station took the
call letters of WRUL or World Radio Univer-
sity for the Listener.

During the early days of World War II, its
broadcasts warned Norwegian ships at sea
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that Germany had attacked Norway. Thisgave
500 merchant ships the warning they needed
to avoid capture by the Nazis.

The United States government still did not
have its own shortwave facilities when it
entered World War 11 in December 1941, so it
took over the private stations in the United
States, including WRUL. The station resumed
some of its own programming in 1947 and
moved its studios to New York City a few
years later. The station promoted American
products to Latin America and was the fifth
most popular station in Latin America.

A close-up of the 16 meter antenna
arrays.

WRUL'’s best known program was The Voice
of Freedom, beamed to the Middle East and
Europe. The VOA lease did not completely
end until 1954.

Family Radio started its first station in
1959, but its involvement with shortwave was
still over a decade away. In the meantime,
WRUL went through its most interesting years
ever. As part of its campaign to overthrow
Castro, the CIA used shortwave broadcasting.
While most of these efforts were over the
infamous Radio Swan, WRUL also played a
role. Concurrent with its efforts in establish-
ing Radio Swan in early 1960, the CIA used
Pan American Broadcasting to make arrange-
ments for Cuban exile groups to purchase
time over WRUL.' The CIA may have also
played a role in providing funding as well as
some of the broadcast material for these pro-
grams.’

A division of the Mormon Church ac-
quired the station in 1962 for less than two
million dollars, but only owned it for a few
months when a new situation emerged. Dur-
ing the height of the Cuban missile crisis, the
government took over the station for three
weeks, using it for the Spanish service of
VOA. The station later received a citation for
its service.’

An Uneasy Beginning

Freed at last from government service,
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WRUL attempted to become a true commer-
cial station. Inan attempt to increase listeners,
WRUL made arrangements with R. L. Drake
to have a simple-to-operate shortwave re-
ceiver built. WRUL became WNYW, Radio
New York Worldwide, in 1966 as part of the
promotion of its commercial image.

The station failed to draw listeners and
ultimately sold the station to WYFR in 1973.#

One of the things that killed WNYW was
fire. Not one fire, but several fires due to
several causes. There was plenty of woaod
around, both in the building and outside. The
open-wire transmission lines arced because of
amarginal design — and also from vandalism
by locals who were upset about interference
on their TV sets and threw bits of metal into
the lines to cause arcing.

The worst fire in 1967 destroyed all four of
the station’s transmitters and caused
$1,000,000 dollars in damage. Another large
fire in 1972 was the final nail in WNYW's
coffin. They sold the station to WYFR the
following year.

For almost a year prior to the purchase,
WYER had been buying 16 transmitter hours
a day en WRUL. Then on October 20, 1973,
WYFR took over the station, having com-
pleted several years of negotiations for its
purchase. The site had four transmitters, two
50 kW and two 100 kW coupled to nine
rhombic antennas. Transmissions could be
beamed to Europe, and by reversing the anten-
nas, te Latin America. WYFR started with
broadcasts in English and Spanish.

<
R Pl

The WN YW transmitter bulldmg in
Scituate, Mass. (plus DXers Mike
Macken and Bob Butterfield)

Several changes occurred immediately as
the station changed hands. The format went
back to non-commercial. WYFR was (and is)
funded by listener donations to Family Radio’s
network of AM and FM stations. Most of the

One of the C ates shon‘wave transmmers

former technical staff lefi as WYFR was not
able to offer the same wages as WNYW. The
new staff, however, was quite dedicated and
one of their first projects was to cut under-
growth arcund the station so as to facilitate
maintenance and improve signals. Station
engineers also personally dealt with interfer-
ence complaints from neighbors. Harold
Camping, President of Family Radio, laid out
WYFR’s strategy:

“We have no long range goal that we want
to be so big or do so much. We try and make
wise decisions. If some project appears to be
sound, then we proceed.”

Smart Moves

Indeed, looking at any long range goals
was impossible as there was a major problem
with the Scituate site. When built, the radio
site at Scituate was in a rural area. But by the
1970s, the 40 acre leased site was surrounded
by a residential area.

On such a small site, the antennas experi-
enced cross coupling. They also provided
insufficient gain because they were too small.
WYFR wanted to install better antennas, but
the site simply did not have room to accom-
modate them. They did add an additional 100
kW transmitter shortly after purchasing the
station.

The search for a new site started and
Okeechobee, Florida, was soon chosen. Here,
WYER leased 660 acres about 20 miles north
of Lake Okeechobee. This area of Florida was
settled quite late, with settlers arriving here
only in the 1930s. They cleared much of the
land, but tracts of virgin swamp and forest
remain even today on the site. WYFR shares
the property with a local rancher who grazes
his cattle here. Large citrus groves are also in
this part of Florida and sod grass is another big
crop.

WYFR moved carefully to the new site.
The first transmitter, a 100 kW one, was
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moved from Scituate to Okeechobee in late
1977. The transmitter was coupled to adouble
rhombic antenna at the new site, broadcasting
to Europe and South America. The transmit-
ters were moved one by one down to Florida,
so WYFR operated two sites for a few years.
By late 1979, W YFR had moved all the trans-
mitters to Okeechobee. They also moved all
the antennas and towers, plus some of the
wood support poles. A rather unusual incident
did occur at Scituate before the move was
complete, according to WYFR documents:

“Possibly WYFR is the only radio station
everto have an antenna taken out of service by
ahouse. The station saton alow hill overlook-
ing the Atlantic with one antenna very close to
the ocean. During a severe 1978 winter storm,
enormous waves coming over the sea wall
tore a house off its foundations. The rogue
smashed into a 90-foot tall rhombic support
pole, snapping the pole in two.”

What became of Scituate, a site with over
40 years of shortwave radio history?

At the request of the lease-holder, WYFR
left some of the wooden support poles. Ac-
cording to Chris Lobdell. a local DXer, the
site has been developed into a rather nice
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Pictures of the transmitter site in Okeechobee
in 1988, showing some of the dedicated staff
working on the Continental and Gates
transmitters, and the wooden support poles,
some of which were transported from the
Scituate site.

selection of upscale single family and
townhouse homes.

WYFR grew steadily throughout the years,
adding more transmitters and targeting more
areas. An example would be the start of trans-
missions to Western Canada in 1981. The
growth was steady, planned, and very smart.

A dramatic demonstration of this smart
growth occurred on New Year’s Day 1982.
WYFR surprised everyone with the start of
what it calls its radio trade alliance with the
Voice of Free China (now Radio Taipei Inter-
national) of Taiwan. Using VOFC facilities,
Family Radio now had several hours of pro-
gramming a day to India (English and Hindi)
and mainland China(Mandarin). Inexchange,
the reception of VOFC to the Western Hemi-
sphere vastly improved as they were now
using WYFR facilities for several hours.

After a trial period of several months, the
stations formalized this arrangement that con-
tinues to this day. It was a brilliant move by
both sides. India and China are difficult areas
to reach, particularly for a Christian broad-
caster. In one quick move, WYFR had broad-
casts to both these areas. Taiwan, because of
its political status, would have had difficulties
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in setting up time exchange agreements with
most stations. Now it had an excellent site for
covering North America, and a much better
one for covering Europe. Neither station had
to invest in an additional transmitter site (this
was before the time purchasing revolution)
and each gained many new listeners.

For reasons of confidentiality, WYFR
won 't discuss the details of this arrangement.
It is extensive, though. Radio Taipei Interna-
tional has 27 transmitter hours daily from
WYFR. while WYFR has 24 a day via RTL?

WYFR literature describes the arrange-
ment as an exchange of “comparable combi-
nation of transmitters and antennas.”

WYFR pulled a similar coup with BBC in
1996. Although a much smaller exchange,
WYFR programs in Arabic are transmitted
from asite in the United Kingdom, while BBC
programs in English are carried via Florida.

The Quiet Broadcaster
with a Big Voice

Today, WYFR is broadcasting in 1! lan-
guages from three different countries.

The heart of the Okeechobee operation is a
80 ft. by 200 ft. building that houses offices
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QUALITY COMMUNICATIONS EQUIPMENT SINCE 1942
| COMMUNICATIONS RECEIVERS
YAESU bpage (JRC)

® Full Coverage

® LW/MW/SW

@ Digital Readout

® Keypad Entry

® 32 Memories Made in
® RF Gain America

The Drake SW-1 sats the stage for worldwide shortwave listening with ease, |
g@mplicity and clarity. The SW-1 offers superb sensitivity, selectivity and full
eadio. Coverage from 100 through 30100 kHz provides solid coverage of
longwave, medium wave and shortwave in the AM mode (no SSB). This makes
it anideal broadcast receiver for the desk or bed-stand. Tuning is a snap via the |
keypad, manual turing knob, Up/Down bt ttons or 32 programmable memories.
The LED display is positively hugce for eas¥ accurate frequency readout to 1 kHz.
Antenna input is via a 50 ohm terminal or SO-239 jack. A 1/8" mini jack is
rrovided for use with earplug or headphcnes (not supplied). Includes AC wall
cdapter for operation from 120 VAC 60 Hz. 10.875"x4.375"x7.625" 4.7 Lbs.
One year limited warranty. Proudly made in Ohio, U.S.A.! A limited time offer.

O
ICOM

Universal Radio carries ar exceilent sel2ction of new and
used communications recsivers. The new Japan Radio
NRD-545 DSP is shown anove. Call fcr details!

The American
made Drake
SW-2 features
SSB, Sync. Det.,
100 mems., and
optional remote

LBt209.00  Order#1100  249:95 Sale $1999%° (+7 UPS) | (shown).*489.95 __In stock now!

L — S

SANGEAN ATS-606AP

It all here. You get continuous coverage of LW,
MW and SW (153-30000 kHz) plus FM stereo. |
Erjoy 54 mamories, scanning, dual clock timer, 1
k2 LCD, dual conversion circuit, dial light, dial
lock, keypa1 entry and local DX switch. Includes |
muitivoltage AC adapter and wind-up antenna! |
Limited time offer. One year limited warranty.

Order #3319 *479:95 Sale *99%° (s uPs) |

S ONY ICF-SC1PC

The new Sony ICF-SC1PC scanner covers 25 to 1300 MHz
Ibss cellular) in AM, FM-W and FM-N modes. It has a 300
channel memory plus everything you need to command and
“ontrol the scanner from your Windows €5 computer. It has a
S-directional PC irterface with search and control capabilities.
£ special RS-232 serial cable (DB9) is completely assembled
=nd ready tc plug into your PC and scarner. A clamp filter to
~inimize RFI is thoughtfully supplied. The sophisticated
windows 95 program on CD puts you in complete control of the
scanner. Al major control functions are supported including:
scanning opions, direct tuning, skip func-ion, unlimited memo-
res, unlimited skip preference files and i nport/export capabil-
i"y. You can even search the nationwide frequency database
cf 3million records supplied on the included CD-ROM. A very
cool radio! Order #1574 $319.95 (+°7 UPS)

Jniversal is also your authorized dealer for the exciting line of
sony worldband radios. Our 2xtensive new catalog #98-06 |
ncIudes ten pages cover ng all Sony shortwave radios!

|

Jniversal Radio Communications Catalog #98- 06 b
This new Universal catalog was printed in June and is our |
ziggest ever! With 116 pages, it features everything for the
=adio enthusiast. Please request your FREE copy today!

Universal Radio, Inc.
6830 Americana Pkwy.
Reynoldsburg, Ohio
43068-4113 U.S.A.

@ 800 431-3939 Orders & Prices
@ €14 866-4267 Information
&14 866-2339 FAX Line

& dx@universal-radio.com

| Sangean and Icom.

PORTABLES GRunDIG

Universal has short-
wave portables
from Grundig, Sony,

The gorgeous new
Grundig YB-400re il ,.0.

with AC adapter : s 0600 0°
supplied is shown. T
$199.95 (+°8 UPS)

| RADIO BOOKS RECEIVERS

® Shortwave Recelvers
Past & Present 3rd Edit. J'V] ,.':AEI R‘*P?.ESENT
This huge 473 page guide r Rece
covers over 770 receivers
from 98 manufacture-s,
made from 1942-1997. Ertry
information includes: -e-
ceiver type, date sold, phcto-
graph, size & weight, fea-
tures, reviews, specifica-
tions, new & used valuss,
variants, value rating & avail-
ability. With 120 new pagszs.
Become an instant receiver expert! #0033 $24.95 (+°2)
® Passport To World Band Radio
Graphic presentation of all shortwave troadcast stations.

| Equipment reviews, too. 560 Pages! #1070 $19.95 (+52)

® Passport To Web Radio New Seconc Edition!
Hear the world a new wey — on your PC! With getting
started info. and 1550 stetion listings. #2152 $19.95 (+52)
® World Radio TV Hangbook

All shortwave broadcast siations organized 2y country with
schedules, addresses, power, etc. #2000 $24.95 (+°2)
@ Pirate Radio By A. Yoder ¥lth audio CD!

Here is the incredible sage of America's und=rground illegal
broadcasters (with audio D). #3038 $29.95 (+°2)

‘ ® Worldwide Aeronautical Fraquency Dir. By R. Evans

The definitive guide to commercial and rrilitary, HF and
VHF-UHF aeronautical communications including
ACARS. Second Edition 260 Pages. #0042 $19.95 (+52)
® Understanding ACARS. By E. Flyrn Third Edition

Learn the ACARS aeronautical format. #0012  $9.95 (+52)

« Please add *2 per title for surface shipping.

VISIT UNIVERSAL RADIO ON THE INTERNET
www.universal-radic.com

* Visa * Prices and specs. are subsect to change.

» MasterCard  « Returns subjext to a 15% -estocking fee.

* Discover * Used eguipment list availzble on request.
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and transmitters. This building lies in the
center of the site, transmission lines running
out in many directions to the antennas erected
along the borders of the site. A combination of
antennas is used, including a dipole curtain,
log periodics, and double-rhombics. A total of
fourteen 50 and 100 kW Continental and
Harris transmitters are used, including the
five Scituate transmitters. Although many of
these transmitters are on for up to 14 hours a
day, WYFR is able to maintain and repair
them so that the station can broadcast its
extensive lineup.

Keep in mind that Okeechobee is WYFR’s
transmitter facility only. The station’s Chris-
tian programs are produced in Qakland, Cali-
fornia. and then sent to Florida.

There are some interesting aspects to trans-
mitting from South Florida. Power drop-outs
can be a real problem during the summer
months, when thunderstorms are a daily oc-
currence. Lightning will trip circuit breakers,
and on a day with a lot of thunderstorms the
staff can be quite busy resetting them. The
station simply uses too much power to install
diesel generators to produce power when the
local power is knocked out.

This section of Florida is quite dry from
November to April. Fields are burned during
this time of the year to clear brush. Pieces of
carbonized grass can blow {rom fires miles
away onto WYFR’s site. This grass can land
on the transmission lines. Operators have to
be alert, perhaps even shutting a transmitter
down temporarily, topreventarcing that could
burn up the transmission lines.

For many years, the station has cnlisted
listeners as monitors. In the fall of 1977, 1
served as amonitor for WYFR. Being a moni-
tor was heady stuff for a teenager, so I took it
seriously. I can still remember filling out the
monitoring sheets neatly, while listened to
WYFR’s signal on my Panasonic RF-2200.
Over 20 years later, the monitoring program
continues. Dan Elyea, Station Manager of
WYFR, elaborates: “The monitoring program
is still going at a fair level, but we really need
monitors in Latin America.”

Smart growth turned WYFR into the larg-
est private broadcaster in the United States.
This growth, coupled with alliances and ex-
changes, has also made this station a very
etfective broadcaster.

The author would like to thank Dan Elyea,

PROGRAM PERSONNEL

Station Manager of WYFR, for his outstand-
ing assistance to the author in preparing this
article. I would also like to thank Nick Grace
for his help on WRUL’s role in broadcasts to
Cuba. Thanks also to Richard Homeres of
WYFR and Chris Lobdell for photographs.

! This apparently was the extent of Pan
American’s involvement. Metro Media,
part of CBS, was the owner at this time,
according fo most secondary sources.
Most of Pan American’s records, including
any that would have shown which groups
they brokered for, were destroyed years
ago when Pan American moved to
California. [Author’s interview with Pan
American, February 9, 1998.]

2 See Clandestine Radio Broadcasting by

Lawrence Soley and John Nichols for a

good account.

See The Image Empire by Eric Barnouw,

which seems fo provide the most accurate

account of this takeover.

4 See Broadcasting Bedfellows by Richard
A. Seifert in the August 1996 Moniforing
Times for an excellent account of the
Drake-WNYW parinership.

5 See 1998 World Radio TV Handbook

Thomas Schaff maintains the global perspective as International Program Manager. Programming is prepared in Oakland,

California.

Alan Thayer, Program
announcer - French programs

Helenita Pizarro,
Correspondence, announcer -
Portuguese programs
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Julie Hesse, Correspondence,
announcer - German programs

Guillermo Navarrete,
Correspondence - Spanish mail
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Vivian Ho, Correspondence,
announcer - Chinese programs

Taida Yefimov, Program announcer
- Russian programs

L

Isabella Sighamony,
Correspondence, announcer -
Hindi programs

s’

Peter Petrenko, Program
producer and duplicator
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WYFR Broadcasting Schedule |

Far English see English Language Shortwave Guide, p. 39

Russian fo Europe and Africa

UiC Freqs kHz
0300-0400 7355, 9355

0400-0500 9355
1505-1705 9955
1700-1800  15600,17750
2200-2300 15695-15715

Spanish fo Mexico and Central America

1100-1200 9605, 11725
1200-1400 11725,15130, 15145
1400-1500 15130

2200-0000 11740

0000-1500 9715,11815
0500-0600 9705,11815
1000-1100 6085

1100-1300 6085, 11970

1300-1400 6085
2200-0100 5985
0100-0300 5985, 15255
0300-0500 5985

Spanish to South America
0B0O-1000 9550, 11855
1000-1100 6175, 9500, 11855
1100-1200 9370, 13695
2300-0100 15215,17750, 17845
0100-0200 17750

Spanish to Caribbean
1000-1100 6085
1100-1300 6085, 11970

1300-1400 6085
2200-0100 5985
0100-0300 5985, 15255
Q300-0500 5985

Spanish to Europe
2200-2300 15695,15715

German to Europe and Africa
0300-0400 9985

0400-0500 7355, 11580
0500-0600 7355, 9355
1700-1800 15665

1900-2000 7555, 15715
0600-0700 9355, 13695, 15170
1800-1900 15600, 17750, 21525
2000-2100 17750, 21725

French to Canada

utc Fregs kHz
1100-1200 9505
1200-1300 13695
2300-0000 6085
1000-1100 9625, 11970
2300-0100 15255
French to Europe and Africa
0600-0700 9355, 13695, 15170

1800-1900
2000-2100

15600, 17750, 21525
17750, 21725

French to Lesser Antilles
1000-1100 9625, 11970
2300-0100 15255

Italian fo Europe and N. Africa

0600-0700 7520, 11580
0700-0800 9355
1800-1900 15715
2100-2200 15715, 17555

Portuguese to Africa
0400-0500 15170
1900-2000 21525

Portuguese to Brazil

0800-0900 9605, 11770
0900-1000 6175, 9605, 9625, 11770
2200-2300 15130
2300-0000 17725
0000-0100 15130, 17725, 17805
0100-0200 17725

Hindi to india
0000-0100 11550
1510-1610 11550

Chinese Language to China
2100-0000 6300, 9280
1102-1602 6300, 9280

Arabic
0500-0600 13695, 15170
1600-1700 15665
1700-1800 21525
1800-1900 13710

Source: WYFR website http:/ /www.framilradio.com
Times and frequencies can ke expected to vory for winter season.

GORDON WEST

HAM TEST PREP TAPES
BOOKS*SOFTWARE*VIDEOS

Prepare for your ham test with “Gordo”
WB6ENOA as your personal instructor.

@ THE THEORY on audio cassettes

No-Code Technician (4 tapes)... $19.95
General Class (2 tapes) ............... $ 9.95
Advanced Class (4 tapes) ............ $19.95
Amateur Extra Class (4 tapes) ..... $19.95

® THE CODE on audio cassettes

Leaming CW (6 tapes) ................. $29.95
General Class CW (6 tapes) ........ $29.95
Extra Class CW (6 tapes) ............ $29.95
® STUDY MANUALS by “Gordo”
No-Code Technician (2&3A).......... $12.95

General Class (3B) ..........ccceue e
Advanced Class (4A)...

Extra Class (4B).......cc..coooceecceennn.

i@ IBM SOFTWARE with manual
No-Code Technician (2&3A) ......... $29.95
General Class (3B) + Code .......... $29.95
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Cryptography —
The Secret Language of Spies

“23187..46982..69335...
15948..7

f you've listened to shortwave for any

length of time you've probably run across

them. A mysterious voice announcing a
long series of numbers, perhaps destined for
some unknown spy in a foreign land. Al-
though shrouded in secrecy, these numbers
are assumed to be some kind of encrypted
message, making sense only after being de-
coded by some clandestine listener.

Cryptography is the science of secure com-
munication in the presence of adversaries. In
any encryption system, the message to be
sent, called the plaintext,is encrypted in some
way to produce ciphertext, which is then
transmitted. Encryption systems typically re-
quire a secret piece of information, called a
key, in order to scramble the message. On the
receiving end, the key is used to decrypt the
ciphertext and produce the original plaintext.
Should the ciphertextbe intercepted. an eaves-
dropper would be unable to decrypt it without
the proper key. even if the encryption method
was known.

Despite the lack of concrete details about
these mysterious numbers stations, over the
years it has been assumed that the numbers
are really messages encrypted using a one-
time pad.

W One-Time Pad

The only provably secure cryptographic
system was created by Gilbert Vernam in
1917, who originally developed it to protect
electronically transmitted messages. His in-
vention automatically enciphered individual
characters as they were entered into a tele-
typewriter as well as automatically decipher-
ing them at the receiving end. This kind of
character-by-character encryption is called a
stream cipher, and Vernam’s particular

By Dan Veeneman
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method is unbreakable if used correctly. His
invention is now referred to as the one-time
pad cryptosystem, and has been extended to
both manual and computerized operations.

The key inaone-time pad system is a series
of random numbers. Vernam's invention used
long strips of paper tape, but in the manual
version of the system numbers are printed on
small pads of paper that are easily concealed.
Each sheet of paper in the pad is used only
once, then discarded and permanently de-
stroyed. (It has been reported that the Central
Intelligence Agency has a special type of
paper that turns into chewing gum when it
contacts saliva.) There are two copies of the
one time pad: the person wishing to send a
message and the intended recipient both have
identical pads.

® An Example

With all that in mind, let’s take a look at a
contrived example.

Spy headquarters is preparing to send an
operative out into the field. During training
the operative learned that most cryptographic
systems involve mathematical operations,
where it’s much casier to deal with numbers
than letters. Spy HQ has established a simple
coding scheme where each letter of the alpha-
bet is assigned a number. The letter A has a
value of 1, the letter B has a value of 2, and so
on up to Z, which has a value of 26 (see Table
1.

Table 1: Letter-number pairings.

Letter Valve
A 1

B 2

C 3

z 26

In addition to a false passport and some
local currency, the operative is issued a small
pad of paper with a series of random letters
printed on each page. This one-time pad con-
tains the keys for the operative to decrypt
messages that will be sent in the future. Spy
HQ keeps an identical copy of the pad. Some
time passes and the operative becomes active
in the target country, occasionally listening to
shortwave radio for any messages that may be
destined for him.

At some point Spy HQ wishes to send a
message instructing him to purchase a par-
ticular magazine. Using the letter-to-number
conversion table, Spy HQ converts the phrase
MONITORING TIMES into the numbers 13
15140920151809 14072009 130519
(skipping the space). This is the plaintext
message.

To encrypt the message Spy HQ will use a
page from the one-time pad. For this example
we’ll say the next page of the pad has the key
SECRET LISTENERS written on it although
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in practice the key would be a random string
of numbers. Again ignoring spaces, SECRET
LISTENERS is encoded as 190503 18 05 20
120919200514051819.

The simplest encryption method is to add
the plaintext number to the corresponding key
number for each letter in the message (see
Figure ).

éﬁ 13 14 092015 1409 1407 20 09 13 05 19
MONITORING TIMES
19 05 03 18 05 20 12 09 19 2005 14 05 18 19
SECRET LISTENERS

32 2007 27 25353018 33 27 25 23 I8 23 38

FIGURE 1: Adding each plaintext num-
ber to fhe corresponding key number.

Sincethe letter encoding scheme only goes
up to 26, Spy HQ “wraps around” the sums
thatexceed 26 by subtracting 26 and using the
difference (see Figure 2). This operation is
called taking the modulus and is done in mary
situations involving counting. (For instance,
there are twelve hours on the face of a normal
clock, and after reaching 12 we “wrap around”
and continue counting at 1. This is called
taking the hour “modulo 12.”)

322007 27 2535 3001833272573 .18 23 38
2b_ 26 -36-20 -26-26. ' -26
06 2017 01 2509 04 18307 01 25 23 18 23 12

FIGURE 2: Taking the addition result
modulo 26.

So Spy HQ’s encoded message is 06 20 17
01 250904 18 07 01 25 23 18 23 12 (the
nonsensical FTQAYIDRGAYWRWL),
which is transmitted over the air at a time
when the operative is scheduled to be listen-
ing.

On the receiving end the operative uses the
identical key from his one-time pad torecover
the message. Each key value is subtracted
from the corresponding ciphertext letter to
produce the plaintext (see Figure 3).

06 20 17 01 25 0% 04 18 07 00 25 23 18 23 12

19 06 03 |8 05 20 12 09 19 2005 14 05 18 19
315 14-17 20-11-08 09-12-19 20 09 13 05 07

FIGURE 3: Decoding the received mes-
sage by subtraction.

The values that fall below 1 are “wrapped
around” to a positive value by adding 26
(Figure 4).

SERLS D4-17 201006 O%-12-19 20 (08 13 05 -07
200 A0 T - #26¥26 - 436
1315 13908 200135 1809 14 07 2009 13 05 12

FIGURE 4: Taking the difference modulo
26.

This gives the operative the original
plaintext message of MONITORING TIMES.

Aneavesdropper listening to the same short-
wave station would have just the numbers 06
201701250904 1807 01 252318 23 12,
spellingFTQAYIDRGAYWRWL.If Spy HQ
and the operative are following all the rules to
maintain security, the best the eavesdropper
can do is try out every possible key. This
method is called brute force decryption, but in
aone-time pad system where the key isas long
as the message, even that drastic step won’t
help. The eavesdropper, in fact, will end up
with all possible solutions.

For example, decrypting FTQAYIDR
GAYWRWL using the key NSNVVHL
YTLKCJKM produces the result RACE
CARS MONTHLY and the key
RSWRIUCFMZECFRT will produce NA-
TIONAL TATTLER, both of which make
sense but neither of which are correct. Since
any key in a secure one-time pad is equally
likely, the eavesdropper has no hope of deter-
mining the true plaintext using brute force.

M Keeping it Secure

In order for a one-time pad system to
remainsecure, several rules mustbe followed:

Example One-Time Pad

90183
47865

48173 19839
51834 00182
01983 47362
60120 98754

Ay (2

74

First, the contents of the one-time pads
must be kept secret. This is fairly obvious, but
important. Anyone discovering the pads, if
they didn’t shoot the owner on sight for being
a spy, could make a copy of the pad and
decrypt the messages themselves. Intelligence
and law enforcement agencies routinely per-
form “black bag jobs” to covertly break inand
steal keys used by embassies, corporations,
and even private individuals. This is probably
the most damaging situation for the one-time
pad user, since the only thing worse than no
security is a false sense of security.

Second, the pads must not be reused. Two-
time pads are not mathematically secure, and
in fact the reuse of pads allowed the National
Security Agency (NSA) to break thousands of
Soviet KGB and GRU messages inthe 1940’s.

Third, the contents of the pads must be
unpredictable. Regardless of whether the spy
keeps the pads a secret and doesn’t reuse
them, if the numbers are somehow predictable
it would be the equivalent of the adversary
having their own copy of the pad. Numerous
modern software programs that offer “one-
time pads” have this weakness — their method
of creating “random” numbers is often pre-

$>
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dictable, allowing a snoop to reproduce the
key and decode messages.

K Randomness

Do these numbers seem random and un-
predictable: 212, 198, 216, 32, 175, 100? If
youthink so, youdon’t commute on Interstate
95 north of Washington, D.C. These are the
Maryland route numbers, in order, of the exits
off northbound 1-95 after leaving the D.C.
beltway. They may look random, but they are
very predictable once you know the pattern.

It’s surprisingly difficult to generate really
unpredictable numbers. For those of you who
may be planning to use the random number
function available in most programming lan-
guages for cryptography, please think again.
Just like the Maryland route numbers, the
output from these functions look random but
are predictable andrepeatable. Infact, acouple
of years ago a serious weakness in Netscape’s
web browser was revealed after researchers
discovered the random number generator used
in the browser was very weak. This weakness
would have allowed eavesdroppers to easily
decode protected web connections, including
the details of any financial transactions.

B Key Length

In a secure one-time pad system the key
must be as long as the message. If you want to
send a message containing two thousand char-
acters, you need a key that is also 2,000
characters long. If you want to encrypt a
computer file that is two megabytes (2 million
characters) with a one-time pad, you will need
a key that is also two megabytes. If you want
to protect a digital video signal that carries
hundreds of thousands of characters each sec-
ond, you probably won’t use a one-time pad.
Creating, delivering, and securing large keys
is a very difficult problem, limiting true one-
time pad systems to very specific uses, such as
clandestine operatives in foreign countries.

For the rest of us, practical limits on the
amount of key information we can handle
necessitate the use of other encryption sys-
tems. In block ciphers the key length is much
less than the length of the message, and is used
in a different way. The plaintext message is
broken up into small pieces called blocks, and
each block is encrypted by the key. There are
a wide variety of block ciphers that operate in
different ways, butas a general rule the smaller
the key the less secure any message encrypted
with that key will be. :

Keys in modern cryptographic systems are
measured by the number of bits they contain.
A bit is the smallest unit of information, either
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a 0 or a 1. The Data Encryption Standard
(DES), a popular cipher, uses keys that are 56
bits long, allowing approximately 72 quadril-
lion (72,057,594,037,927,936) possible keys.
As we’ll see, this isn’t nearly enough. Skip-
jack, a cipher invented inside the NSA and
classified secret until very recently, uses 80
bit keys. The International Data Encryption
Algorithm (IDEA) uses keys that are 128 bits
long. Other ciphers of varying strength and
complexity exist as well, each with their own
key lengths. All other things being equal, one
additional bit doubles the amount of work
necessary to brute force a solution.

The United States government considers
cryptography to be an implement of war, and
closely controls the export of strong cryptog-
raphy. Until recently, ciphers using more than
40 bits of key were usually denied export
permits with the justification that such sys-
tems were too difficult for the government to
crack and would therefore jeopardize national
security. Even 56-bit DES has been denied
exportin many circumstances, despiteitsavail-
ability overseas. In addition, domestic law
enforcementrepresentatives have been wring-
ing their hands in public, fretting that the
widespread use of strong cryptography would
render their wiretaps useless and frustrate
their investigative efforts. In an effort to con-
vince law makers of the dangers of strong
cryptography, the Federal Bureau of Investi-
gation (FBI) has testified before Congress
numerous times about the impossibility of
cracking encrypted messages protected by
cipher systems such as DES.

www.americanradiohistorv.com

R DES Cracking

The Data Encryption Standard (DES) is a
Federal Information Processing Standard
(FIPS) approved by the National Bureau of
Standards (now the National Institute of Stan-
dards and Technology, NIST) in 1977. In the
intervening decades it has been scrutinized by
numerous experts in cryptography, none of
whom have found a significant weakness in
its fundamental design. What is weak is the
inadequate size of the key.

As mentioned above, brute force cracking
is the process of decrypting a message using
every possible key to find the one that works.
To motivate practical research, in 1997 a
company named RSA Data Security offered a
prize for cracking a message encrypted using
DES. Hundreds of volunteers ran customized
key search software in their spare time on
available computers, exchanging results and
passing key information over the Internet.
The message was broken after five months of
effort across several thousand computers. At
the beginning of this year the prize was of-
fered again with a different message, and an
improved search method yielded the key in
only 39 days, again broken by a group effort
of thousands of computers coordinated over
the Internet.

A third challenge was broken in July by the
Electronic Frontier Foundation (EFF), who
used a single custom-built machine to crack
the code in less than three days. For well under
$250,000 the EFF had built a “DES Cracker”
from a personal computer and an array of


www.americanradiohistory.com

custom microchips that could break a DES-
encrypted message in reasonable time with-
out having to coordinate with anyone. They
also showed that the government had been
playing fast and loose with the truth in their
testimony of how difficult it is to break DES
messages.

B Public Key Systems

Existing encryption systems fall into two
categaries. Private key systems, sometimes
calledsecret key systems, use the same key on
the sending and the receiving ends. One-time
pad and DES cipher methods are private key
systems.

Public key systems, on the other hand,
make use of a public/private key pair. The
public key is published and available for any-
one to see while the private key is kept secret
by the owner. The public and private keys are
matheimatically related to each other, but for
all practical purposes it is impossible for an
adversary given the public key to determine
the private key.

For an overview of the use of a public key
system let me introduce some characters that
have become standard in the cryptologic lit-
erature. The protagonists in our story are
Alice and Bob, who want to communicate
securely while anadversary, say Louis, wishes
to intercept and read everything they send to
each other.

To send a message in a public key system,
Alice creates a message destined for Bob. She
encrypts the message using Bob’s public key
and sends it to him. When Bob receives the
message he uses his private key and decodes
the message. Since no one else knows Bob’s
private key, no one else will be able to decode
the message.

Although Alice is sure that Bob is the only
one that can read the message, how can Bobbe
sure the message really came from Alice?
Perhaps our snoop Louis has effected a man-
in-the-middle attack and intercepted Alice’s
message, altering it or replacing it with an-
other message of his own creation before
sending it on to Bob.

B Digital Signatures

So far we’ve been talking about confiden-
tiality, that is, keeping the contents of the
message secret. Cryptography can also help
us with authentication, that is, proving that a
message really came from a particular person.

To foil Louis, Alice can take some addi-
tional steps that will prove to Bob she is really
the author of the message he receives. Before
sending the message, Alice generates what’s

called a message digest, a kind of digital
fingerprint that identifies the contents of the
message. This digest is based on the exact
contents of the message, and no two messages
will have the same digest. Alice then encrypts
the digest with her private key and sends it
along with the encrypted message to Bob.
This is the equivalent of Alice signing the
letter, and in fact this called a digital signa-
ture.

As before, Bob receives the encrypted
message and decrypts it using his private key.
He also decrypts the encrypted digest using
Alice’s public key. Bob then runs the plaintext
message through a message digest function to
produce a local fingerprint. If the digest de-
crypted with Alice’s public key matches the
digest he just computed, Bob can be sure that
the message was not altered and was, in fact,
sent by Alice and not an impostor.

All of these features are available in a
program called Pretty Good Privacy, which
was one of the first publicly-available pro-
grams to provide strong encryption. PGP uses
public key cryptography to protect message
confidentiality and assure authentication of
the sender. (MT’s Computers & Radio also
reviewed a data encryption program called
Cyberlock in the August issue - ed.)

N A Chalienge

As afinal challenge, see if you can decrypt
the following one-time pad message. Spy HQ
has sent you the message BABPFQH
WZGIRPFNWBCOS and the next key on
your one-time pad is LISTENING AND
LEARNING.

Whatis Spy HQ trying to remind you? The
answer will appear in my PCS Front Line
column in the December issue of Monitoring
Times. For those of you who can’t wait, the
answer will also be available on my website,
which will also have a computer program to
assist you. Details below.

B Further Reading

For more on the history of code making and
code breaking, David Kahn’s The
Codebreakers is an authoritative account of
the use and misuse of cryptography.

For those more technically inclined, Bruce
Schneier’s Applied Cryptography is one of
the most popular books detailing modem cryp-
tographic systems and how to implement them.

The American Cryptogram Association is
anon-profit, volunteer organization dedicated
to the creation and solution of cryptographic
challenges of various sorts. More information
on the ACA is available by writing to ACA
Treasurer, 1118 Via Palo Alto, Aptos, CA,
95003.

All of this information and more is avail-
able on my website at www.decode.com.
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Now It Can
Be Told -

and Toured

A Look Inside the Secret
Congressional Cold War
Hideout

By Jesse A. Finkelstein

hite Sulphur Springs, West Vir-

ginia, has long been the home of

the 6500 acre Greenbrier Resort, a
five star resort known for its golf courses,
tennis courts, exercise facilities and fine food.
However, until only a few years ago, only a
small number of security-cleared individuals
were aware that the hotel also served as a
support facility for a giant secret underground
complex intended to house the entire U. S.
Congressin the event of nuclear, biological or

/L

ot

e e

The five-star Greenbrier Resort proved an effective cover for a retreat of a much

different sort.

chemical war. Following the 1995 decommis-
sioning of the facility, code named “Project
Greek [sland,” 1t is now possible to tour this
important pieceof cold war history and under-
stand the critical communications function
that it was intended to provide.

Projact Greek Island began as the idea of

Present Eisenhower, a frequent visitor to the
Greenbrier. The 1958 federal budget con-
tained a $15 million entry for “Project Greek
Island” without further identification. Con-

Entry from the hotel to the “Exhibition Hall.” Note the multi-layered construction

of the doorway, which allowed the facility to be secured by a massive multi-ton steel

door.
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struction of the secret facility, which is the
size of two football fields distributed among
three levels, took place over a three year
period beginning in 1958. The building activ-
ity was disguised as construction of a large
exhibition hall and underground storage facil-
ity for the hotel.

A portion of the completed structure wasin
fact used for corporate exhibition activities
for a number of years. This area, which had a
20 foot high ceiling, would have been filled
with desks and office equipment for congres-
sional staffers in the event of an emergency.
Construction was deliberately stretched out
overaperiod of time, using dozens of workers
in discrete teams to complete small portions
of the project in order to limit the number of
people who were aware of the entire facility.

Project Greek Island was built under moun-
tainous terrain, with all portions between 53
and 92 feet underground. Despite the efforts
to make the shelter as bombproof as possible,
it is unlikely it would have survived a blast
closer than seven miles away.

Whensecuredin “lock down” mode, Project
Greek Island could hold 1,100 people, includ-
ing the entire membership of the U.S. Con-
gress and their senior support staffs. Supplies
on hand could sustain this group for a period
of 30 to 60 days. To protect against attack, the
walls consisted of six foot poured concrete,
with three foot thick concrete floors and ceil-
ings. Four large doors protected access, the
largest of them weighing 25 tons, with 18 ton
hinges. Despite its weight, this door was bal-
anced so as to require only two pounds of
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pressure to close it. Potentially curious on-
lookers were dissuaded from investigation by
large signs warning that high voltage equip-
ment and wiring endangered those who might
seek closer inspection.

Before decommissioning Project Greek
Island, 33 trailer truckloads of materials were
taken out of the shelter. The feds removed not
only all classified, but nearly all usable elec-
tronics. Thus, a visitor to the large communi-
cations center sees rows of empty racks, which
at one time housed the most sophisticated
satellite and ground-based communications
systems then available.

The systems in place during operation al-
Jlowed for contact with the President, other
governmental offices (to the extent that they
survived) and with the “Looking Glass” pa-
trol of the U. S. Air Force, which kept a flying
command post in the air 24 hours a day during
the cold war. Apparently, a variety of anten-
nas could be raised above ground or lowered
by remote control to facilitate transmission
and reception in a number of modes. Unfortu-
nately, the only visible ves-
tige of the communication
center is an antiquated tele-
phone operator station, com-
plete with patch cords.

One of the mostinteresting
facets of communications at
Project Greek Island is still
intact: the briefing room. The
briefing room contains a po-
dium and seats for approxi-
mately 30 people. One wall
features clocks displaying
GMT, as well as local time in
Moscow, Tokyo, London,
Baghdad and several other
cities.

Suspended from the ceil-
ingisaroughly 15 foot square
photo of the capital dome, with
atree displaying fallfoliage in the foreground.
The reverse side is an identical photo, show-
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ing a winter scene. Another board is stowed
away for use in spring or summer, and four
similar boards contain seasonal images of the
White House. These boards formed back-
grounds for videotaping statements by con-
gressional leaders, allowing the implicit in-
ference that Washington was still intact (re-
gardless of whatever devastation and destruc-
tion may have occurred).

The House Chamber

The communication room apparently did
not have any direct television broadcast capa-
bility, and it was intended that any statements
would be taped for later distribution.

The shelter did not include spacious living
quarters, requiring members of congress to
share bunk bed facilities in 18 dormitories.
The Speaker of the House and the Senate
Majority Leader, however, were given more
luxurious private bedrooms with separate sit-
ting areas.

Power for the facility was provided by
three diesel engines, each run in rotation and
capable of producing 7500 kW. Each genera-
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tor produced enough power to support a small
city of approximately 30,000. To prevent de-
tection, 13 foot long mufflers deadened the
sound so that it was barely perceptible at
ground level. The facility has constantly flow-
ing 72 degree filtered air. Detection equip-
ment allowed the evaluation of external con-
ditions to determine whether the internal wa-
ter supply was required.

Project Greek Island sits
partially under the famed
Greenbrier Clinic, which
would have been the source
of medical personnel (all pre-
viously security cleared and
sworn to secrecy) in the event
that the shelter was used. Dur-
ing the facility’s tenure as an
active installation, all medi-
cations taken by any member
of congress were catalogued
and stockpiled on a regular
basis. Maintenance and food
preparation personnel were
security clearedemployees of
the Greenbrier.

Perhaps the most interest-
ing rooms are the auditori-
ums set aside for meeting of
the House and Senate. Each auditorium is
configured with individual microphones, al-
lowing Senators and Representatives to ad-
dress the Chair fromtheir seats. In furtherance
of hiding the purpose of the facility, these
auditoriums (which are located immediately
adjacent to the exhibition hall) were actually
used for concerts and employee meetings over
the years.

Although the Greenbrier (which is owned
by CSX Corporation) has maintained the fa-
cility for public tours to date, proposed legis-
lation would allow the conversion of the shel-
ter into a large underground casino.
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The World Above 30 MHz

Richard Barnett
ScanMaster@aol.com

Random Scan

oin me for some random thoughts on scanning this month ...

and speaking of random scanning, wouldn’t that be an inter-

esting feature for a scanner? Let the scanner take over and do
whatever it wants for a while — scan, search, service search, stop
and sit on any ol’ channel for a while. Why not? We let machines
do so much else for us in life nowadays.

Actually, it’s been a pet peeve of mine that scanners cannot
scan and search at the same time. Computer-control scanning
programs have long allowed us to scan then search, then scan
again, all with the press of a computer key. Sure, a computer has
aton more horsepower than a scanner, but we’re only talking about
the ability to stop the scan and start a search, all without user
intervention.

When would you use such a feature? Scanning and searching
at the same time goes to the heart of the purpose of a scanner. With
scan and search, you could scan those frequencies of primary
importance to you and search for new and interesting frequencies
as well. You could have a routine where you search for active
channels on a new small band segment each day, such as 163-165
MHz on day one and 165-167 MHz onday two, etc. This way, you
could hear what you need to hear during scan, but at the same time
conduct a thorough search for formerly unknown activity in your
area.

(I"ve raised this concept with the manufacturers: Let’s hope
that they take the idea to heart. At first it was thought that
manufacturers never incorporated this feature in a scanner because
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they would prefer you to buy two scanners! This isn’t the case,
though. They simply never thought of it before.)

¢/ Mobile data terminals (MDTs) are becoming increasingly
prevalent nowadays, but has scanning really been hurt? Manufac-
turers of MDTs may suggest to their public safety customers that
voice communications are a thing of the past. Not only do newer
MDT communications methods help insure privacy, but they also
streamline the data collection and recording functions so onerous
to many police and fire departments. Everything today has to be
logged, and the nature of the MDT operation insures instant
logging of calls for assistance, addresses, response times, dispo-
sitions, etc.

Mobile data terminals are an unquestioned asset to public
safety operations. During a ride-along I took some years ago with
the Massachusetts State Police in a two-man cruiser patrolling
Boston area parkways, the officer in the front passenger seat spent
much of the shift banging away on the keypad of his MDT
checking any and all suspicious license plates that came into his
view.

Before MDTs, these officers had to be much more circumspect
about which license plate were called in to dispatch for a query.
There is only so much air time available and only so much
manpower available at the dispatcher’s desk to run license checks.
For these simple inquiries MDTs have been a godsend to law
enforcement in particular. Officers can check dozens of plates
during a shift and the voice two-way radio is not
cluttered with the mundane chatter of these reports. It
certainly must be much easier for patrol officers to keep
their ears tuned to their regular two-way radio when so
much of this non-essential communications is transmit-
ted via the MDT.

Along with license plate checks, officers use MDTs
to send private messages to one another. MDTs can be
used to send information, such as social security num-
bers, a patient’s health information, and similar sensi-
tive details over a relatively secure, unmonitorable,
network.*

The Boston Police Department is one example of
many large city police forces that use MDTs to broad-
cast low-priority calls, such as “Take a report on a
vandalized car at such and such an address.” These calls
will be queued-up in an officer’s MDT and, as he or she
has time, the officer will take care of these less-pressing
matters.

MDTs provide other functions as well. A police
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officer can write up his report of an incident on the MDT and not
have to come in to the station to do the work. A fire officer might
receive information on the location of all the hydrants surrounding
a fire scene. In the future (and in some cases even today), MDTs
will transmit mug shots, fingerprints, and more.

So, what’s the total impact on scanning? Well, taken together,
you could well make the argument that MDTs have been a boon
to our hobby. Getting all this boring, non-emergency radio traffic
off the primary voice-channel air has made scanning more pleas-
ant, far one. If we don’t have to listen to license plate checks we’re
less likely to get tired and bored of the radio. Secondly, if public
safety administrators know that they have a secure method to
transmit sensitive information, then they may be less likely to seek
alternative modes of voice communications, such as digital or
encryption, to protect this data.

Should we worry that all data, including emergency broad-
casts, may be sent via MDT one day? Just think of the one-man
patrol car in the midst of a chase trying to inform other officers of
hislocation. Drinking and driving certainly don’t mix. Typing and
driving mix even less so!

(* Floating around the Internet there are programs to decode
transmissions from older MDT systems. This is not a big secret,
but it is illegal, as we understand it, to use this software. Newer
MDT systems incorporate encryption or other methods to deter
intetception and decoding of the data stream.)

v Don't you just love scanning a trunked system (Motorola
analog)? Many people have reported that they prefer using their
Uniden TrunkTracker to scan and search a trunked system more
thanaconventional two-way system of acomparable-sized agency.
Why 1is that?

The TrunkTracker offers new challenges in scanning. Trunked
systems are so flexible that new “talkgroups” of users constantly
pop up and it becomes necessary to try to determine who is using
the new group. In a conventional system, if a new “channel”
becomes active it means anew frequency must have been licensed,
andtherefore it’s very easy to find and identify (not to mention that
new frequencies aren’t licensed every day of the week for a
particular agency). Perhaps it’s just the idea that we finally have
a method to monitor many of these systems that has us so giddy
about trunking.

These scanners have to go one step further in the future,
though. (There are actually many steps we would like to see taken,
but some features are more desired than others). With the hun-
dreds, if not thousands, of active IDs on a trunking system, the user
needs a way to identify talkgroups and subfleets beyond the
numeric, or in the case of some of the software available, hexi-
decimal codes. We desperately need the ability to “alpha-tag” the
IDs. Even the high-end hobbyist will tire of trying to remember
that 32032 is the Springfield PD East Side Patrol channel.

¢’ Wouldn’t it be great if you could operate a GPS uniton a
plane? I’ ve often thought about taking a DeLorme GPS on a flight
and sticking it in the window, attaching that to my laptop and

running an FCC database CD-ROM with which I load my AOR
AR-8000. I would love to know my exact position on a flight at
every moment and then be able to scan (at least UHF and 800 MHz
which come in great on an airliner). Delta and a few other carriers
allow you to use a scanner, but, I’ve been told, a GPS receiver
pointed out a plane window would never see enough satellites
(altitude notwithstanding) to get a solid position reading.

l/ Why haven’t the mainstream scanner manufacturers (GRE
and Uniden) given us CTCSS and DCS operation in a scanner?
(CTCSS is Continuous tone-coded squelch system, also known as
PL or Private Line and DCS, Digital Coded Squelch or DPL,
Digital Private Line.) RELM has incorporated this feature in a
mobile and portable model to great success.

RELM was wise not to introduce just another “me-too” prod-
uct, as RCA did in their early units. CTCSS/DCS was the defining
feature for RELM along with alphanumerics on their MS-200
mobile. The question for the larger scanner makers probably
comes down to market interest vs. price.

How many more customers would buy their products and
spend extra money for them if they had CTCSS/DCS, features
which cut down on interference and help you hear only those
communications you wish to hear? The newbies to the scanning

Note to U.S. consumers only: [t is unlawful to import, manufacture, or market
cellular-capable or cellular-restorable scanners into the U.S.
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(continued)

don’t know they need it. Experienced hobbyists, as well as public
safety and news media professionals, demand it. We think it’s
worth the added cost in anything except a low-end introductory
model.

¢/ And now for the really random: Don’t you just love to
monitor the fire towers during the summer months? Unfortu-
nately, many fire towers have closed due to budget constraints and
other factors, but those that are left are still great to tune in. They
report smoke and then have to determine the exact position of the
fire. Local departments, along with state or county fire agencies,
are called in to fight the blaze so activity springs up on numerous
frequencies.

v Has anyone had much luck understanding and following
the communications of casino security departments? The numer-
ous times this editor has monitored in Las Vegas the conversations
were very quick and muted while obscure casino lingo and code
words made deciphering the activity quite difficult. Perhaps
someone who lives in Las Vegas or Atlantic City, who has a
trained ear for this very unique type of radio traffic, has had better
luck.

¢ Just what is the allure of monitoring drive-through restau-
rant communications? “Two big Macs and a side of fries please.”
Snore. Yet, we know a number of people who do listen.

There can be only one answer. If you look at the FCC database
today there are seemingly more frequencies for the driver to talk
with the order taker and the order taker to talk back to the driver
than there are police and fire licenses! Dairy Queen, McDonalds,
Dunkin’ Donuts, Hardees, and on, and on, and on. Some indi-
vidual fast-food joints have dozens of licenses (does each headset
in the store have a different frequency?).

Hobbyists who listen to this drivel must be undertaking the
challenge of figuring out which frequencies are actually used at a
particular location. Let’s hope so, anyway.

1 New FCC Service Codes

This is the first year that the new FCC service codes are
appearing and they’re making editing the upcoming year’s edition
of Police Call a little more tricky. Here’s what’s going on: The
FCC, in an effort to streamline licensing and make more frequen-
cies available to everyone, has created new license classifications.
“PW” indicates public safety/public service, similar in many ways
to the old PL (or local government) code. Police departments
which, for example, had licensed 155.490 under “PP,” now are
using this new “PW?” designator.

While a frequency such as 155.490 is easy to identify as
commonly police, there is a chance that a “Davis, City of” license
with the PW service code may be the sewer department and not a
police department channel (unless it is a license renewal which, in
almost all cases, indicates no change of usage). This makes it more
of achallenge for hobbyists to identify which agency within a city,
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county or state is using a frequency and, similarly, it makes it more
of a challenge for the editors of Police Call to add the “plug-in” of
explanatory data for the reader.

The most common new code found in the latest batch of
licensing data from the FCCis “IG” or general business. This is not
simply anew designator for “IB,” which has been around for years
andisusedat 151, 154,461-470 MHz and other standard business
frequencies. No, this new catch-all can be used by railroads
(commonly LR), towing (commonly LA), utilities (commonly
IW), and others. Working with IG licenses makes editing efforts
more complex, but not impossible. You can, of course, read the
name or dba name of each IG licensee and quickly determine the
usage. For the most part, IG licenses at 451 MHz are utilities (as
they had been when they were identified as IW), IG licenses at
150.845 and are still towing, etc.

This is not always the case, though. One rare example we
spotted during the editing process involved the Checker Taxi
Association , WPLX895, with a transmitter site in Gretna in St.
Charles Parish, Louisiana, with a licensee (company headquar-
ters) address of Chicago, Illinois. Not only were the four taxi
licenses in the 451 MHz band (instead of the standard 452 MHz
UHF cab frequencies), they were also trunked! (That is, we
assume they’re trunked, since they were licensed under the YG
designation.)

This is one of the first clear examples we’ve seen of a business
trunked system in the UHF band which is not owned and operated
by a two-way company which is leveraging its multiple commu-
nity repeater licenses by trunking them — and thus permitting
greater loading of their channels. Here, a single company is
trunking its own channels. At first we wondered why a cab outfit
would do this. If a call goes out for an available cab to go to a
customer’s location, they would want all their taxis to hear the
broadcast. There is no need for multiple “talkgroups” in such a
business.

Then we recalled that many cab outfits have expanded to
provide wheelchair van services, courier services, and the like. It’s
conceivable that the unique taxi MDT units might also share time
on the system. It’s feasible that a busy company, such as one near
the large city of New Orleans, might have different talkgroups
which cover the city, others the suburbs, etc. It would be interest-
ing to hear this outfit. We would guess that they’re using a version
of LTR (logic trunking radio) of some sort. New Orleans has never
been a hotbed of scanning, but if areader out there is in the area and
would monitor the system for us, we certainly would appreciate
hearing any details.

With t